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Standard List of Internal Controls

Guilford County, North Carolina
Updated March 1, 2024




Internal Audit offers consulting services to help you identify applicable controls for your processes and point you to internal controls
and best practices.

The primary purpose of internal controls is to help safeguard an organization and further its objectives. Internal controls function to
minimize risks and protect assets, ensure accuracy of records, promote operational efficiency, and encourage adherence to policies,
rules, regulations, and laws.




A - Cash and Cash Handling

A1 - Cash Receipts and Application

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

Cash and postdated checks are kept in a locked, secure place prior to

deposit. A1-1.11
Where feasible and cost justified electronic surveillance is used. A1-1.1.2
Cash receipts (post-dated checks, checks Possible loss or theft of cash and postdated Access codes (e.g., lock combinations, keys) are restricted and changed as A1-1.1.3
for deposit) are physically safeguarded. checks may occur. needed (e.g., when a key has been lost or combination shared). T
Situations where cash is held overnight should be avoided; however, when
necessary additional measures segregating cash from those who can Al114
access the cash should be taken (e.g., keys should not be kept with lock o
bags).
Only authentic cash and near cash . Cash and near cash instruments (e.g., currency / bills, credit / debit cards)
. . . Possible loss of actual cash (change) and . g
instruments (e.g., currency / bills, credit / . are reviewed for authenticity. Checks and money orders are made payable to] A1-2.1.1
. theft of goods or services. L
debit cards) are accepted. the County, not individuals.
) ' o ) Cash receipts from all identified sources are deposited timely. County policy
Late or inaccurate information in evaluating | requires all balances greater than $250 or older than six (6) days be A1-3.1.1
Cash receipts from all identified sources customer accounts and/or loss or theft of deposited.
are deposited timely. cash receipts may result in inaccurate
financial reporting.
Checks are restrictively endorsed immediately upon receipt. A1-3.1.2
Cash and near cash deposits from all sources are reconciled against
. A1-411
deposits and bank statements.
Cash recelflatzfrom a"t'senlt('f:jed so.LtJrcesd/ Loss or theft of cash / near cash may not be| ~ Cash and near cash remittances that do not agree to amounts owed to the
are reconciled against bank deposits and/or detected in a timely manner. County are suspended and investigated.
bank statements timely. A1-4.1.2
Unidentified cash remittances are immediately returned to the payers or
deposited into a suspense account for further research.
Cash assigned to an employee (e.g., cash drawer) is counted and the
- A1-51.1
employee acknowledges accountability for the cash
Multiple stewards of cash may result in
All cash has an accountable steward. inadequate safeguarding and subsequent All cash is counted and then returned by the employee to supervision, who
loss of the cash. acknowledges receipt of the cash. A1-51.2

Cash logs should be maintained per Records Retention policies.

Standard List of Internal Controls (SLIC)




A - Cash and Cash Handling

A1 - Cash Receipts and Application

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

All cash deposits are promptly recorded in the general ledger / applied to the

correct account (payer) when received and a reconciliation is made daily of A1-6.1.1
all cash deposits to the general ledger.
All transactions (includes sales, refunds and voids) are recorded and valid A1-6.1.2
documents (e.g., receipts) given. o
Payment advice types and/or cash application programs are configured for
all types of incoming payments to facilitate matching of receipts to customer A1-6.1.3
Cash receipts are recorded completely and Cash receipts may not be recorded when accounts.
accurately. Cash sources include product received and cash amounts deposited may not
sales, accounts receivable collections, equal cash receipts recorded. Unapplied cash receipts are reviewed and cleared timely. A1-6.1.4
asset sales, discard sales, intercounty
transfers, and any other sources. Payment Bank accounts related to cash, near cash and accounts receivable activity
; , A1-6.1.5
types include cash, check, Automated are reconciled to the general ledger monthly.
Clearing House (ACH), wire transfer, credit - —
cards, and autoscribe (payment Cash losses / shortages are promptly identified and reported to:
- - Department Management
processing.) ) .
- Finance (Treasurer's Office) A1-6.1.6
- Internal Audit
- Law Enforcement
Credit car'd information may be . Payment Card Industry ("PCI") standards are monitored and followed. A1-6.2.1
compromised manually or electronically.
Refer to PCI Standards for applicable internal risks and controls.
Petty cash funds are assigned to one individual. Funds are only disbursed
Petty cash funds are safeguarded, used . . ) .
) Petty cash is not used for County purposes upon proper approval with only proper documentation. Funds and receipts
only for approved purposes; proper ; . . S A1-7.11
. and/or misappropriated. are kept and replenishment / reconciliation is performed as needed, but at
approval and documentation are kept.
least annually.
Lock box systems and records are Loss or unauthorized changes may occur Access to lock box systems and records is appropriately restricted and is A1-8.11
appropriately safeguarded. and go undetected. reviewed, at least annually, by management. o
Records (e.g., rece.lpts., deposits, bank N . Records (e.g., receipts, deposits, bank statements, reconciliations) are
statements, reconciliations) are Records to are not maintained; transaction . . .
reviewed at least annually for safeguarding and maintenance per State and A1-9.1.1

safeguarded and maintained per Record
Retention policies.

and custody evidence is lost.

County Record Retention policies.

Standard List of Internal Controls (SLIC)




A - Cash and Cash Handling

A1 - Cash Receipts and Application

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

Adequate segregation of duties exists
among the authorization, custody of assets,
recording of transactions and reconciliation.

Lack of segregation of duties may result in
misappropriation of assets, inaccurate
financial reporting, errors or irregularities,
and/or improper and undetected use of
funds or modification of data.

Adequate segregation of duties is maintained as documented in the SOD
matrix; contact Internal Audit for more information.

The following duties segregated among at least two individuals:
- Authorize cash receipts

- Record cash receipts

- Deposit cash receipts

- Reconcile cash receipts

A1-10.1.1

Standard List of Internal Controls (SLIC)




B - Procurement

B1 - Purchasing

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

All purchasing transactions have legitimate
business need or purpose, are recorded
accurately and are properly authorized in
accordance with applicable authority
limitations.

Goods or services may be acquired in
excess of business need or for
unauthorized or personal use.

Commitment of funds to suppliers may not
be properly approved or reflected and may
result in inaccurate financial reporting.

Loss of objectivity in vendor selection may
result in increased cost to the County.

Purchasing transactions (e.g., contracts, POs, requisitions and Purchase
Cards (P-Cards)) are approved by persons with the appropriate cost / capital
approval in accordance with County policy.

Transactions should not be split to bypass higher level of review or
authorization.

B1-1.1.1

Purchases are executed (placing the order with a vendor / supplier) by
individuals with proper execution authority.

B1-1.1.2

Purchasing transactions (e.g., contracts, POs, requisitions and Purchase
Cards (P-Cards)) are verified for completeness and accuracy in accordance
with County policies.

B1-1.1.3

Supplier rebates are clearly documented to identify volume, dollars and
frequency. Volumes are monitored. Rebates are correctly reflected in the
financial statements and are collected when due.

B1-1.1.4

Purchasing transactions (e.g., contracts, POs, requisitions and Purchase
Cards (P-Cards)) that have not had activity in the past year are reviewed to
ensure they are still valid.

B1-1.1.5

Guidance is in place to minimize purchase orders or equivalent from being
created for products or services already covered by an agreement.

B1-1.1.6

Where applicable, purchasing transactions (e.g., contracts, POs, and
requisitions) are reviewed for embedded financial derivatives, leases
(including capital vs. operating), and guarantees prior to execution. Relevant
information is communicated appropriately.

B1-1.1.7

Purchase Order Change orders are clearly documented to avoid duplicate
orders; change orders are properly approved.

B1-1.1.8

Standard List of Internal Controls (SLIC)




B - Procurement

B1 - Purchasing

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Buyers (Departmental and/or Purchasing) review and maintain agreements
in accordance with County policy to ensure they are accurate and current.

Purchase contracts / agreements and . . o . B1-2.1.1
. . Expiring contracts / agreements are identified and communicated as
information records that are not regularly g
o ) appropriate.
maintained may result in:
- purchases from suppliers other than the
optimal vendor When County policy requires a formal contract, properly approved standard
- purchases based on inaccurate/ outdated contract templates are used whenever possible. Deviations from the B1-2.1.2
Purchasing information records held in the information standard contract templates are approved by Legal prior to authorization.
system are current. - the County's interests may not be
adequately protected in terms of price,
indemnification, quality standards, and auditf  Unpriced purchase orders (i.e., orders where no unit prices are documented)
. . . . ) B1-2.1.3
rights. are monitored in accordance with County policy.
These risks may result in financial loss E q q isit firming th g ided
and/or inaccurate financial statements. mergency orders and requisitions confirming these orders are avoide
where possible and used in accordance with County policy. There is a B1-2.1.4
review of emergency order trends.
Vendor master data files are maintained for accuracy and completeness by B1-3.1.1
authorized users. o
The vendor master file reflects vendors that There is a warning / blocking mechanism in place to prevent duplicate
have been approved to do business with Fictitious or duplicate vendors may be vendor information. A review and clean-up of the vendor master file for B1-3.1.2
the County. Vendor master file additions, created. Inefficient use of resources may duplicate vendors and inactive vendors is performed in accordance with o
deletions, and modifications are completed be caused by duplicate vendors. County policy.
accurately by authorized personnel.
Vendors / Suppliers are only set up within Purchasing Systems if a valid IRS
Tax Identification Number (TIN) and/or Social Security (SSN) exists (via a B1-3.1.3
verified W-9 form) prior to set up.
Access to procurement systems and vendor master data is appropriately
Procurement systems and records are Financial loss or unauthorized changes restricted and is reviewed at least annually by management. Key areas such B1-4.11
appropriately safeguarded. may go undetected. as: vendor set-up, access to update address and access to update routing o
info, etc. are thoroughly reviewed.
Lack of segregation of duties may result in
Adequate segregalltlor'] of duties exists rplsappropnatpn of assets, |r1accurat.e. Adequate segregation of duties is maintained as documented in the SOD
among the authorization, custody of assets, financial reporting, errors or irregularities B1-5.1.1

recording of transactions and reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




B - Procurement

B1 - Purchasing

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Vendors are selected according to the most appropriate procurement

strategy. This may include leveraging the County's large volume of B1-6.1.1
purchases.
. . Minority and Women's Business Enterprise (MWBE) guidance and
. . . Use of an inappropriate procurement ! B1-6.1.2
All goods and services are obtained using } . regulations are followed and documented.
. strategy to acquire goods or services may
the most appropriate procurement strategy he C fi ial | - - - -
that includes, e.g. consideration of supplier eXPOIS? tl e County tO' I'nanCI? osses or Appropriate mgtrlcs are established and used to properly monitor vgndor
financial risk, total procurement and life result in lost OPPOFtUHItIQS to leverage performqnce (i.e., actual performance meets quality, cost, and service B1-6.1.3
. . . volume purchases, obtain favorable expectations).
cycle costs (cost is not limited to price) and . )
dor performance agreements, and receive other benefits for
ven : the County. Sole sources of supply are avoided whenever possible to reduce
dependence on one supplier. If sole sources of supply are used for essential
materials or services, operational management is notified. Justification for B1-6.1.4
sole source of supply and evidence of notification are documented and
maintained.
Procurement cards (P-Cards) are granted by an authorized individual based B1-711
on County business need. o
Procurement cards are used in accordance with County policy and
supporting documentation is maintained by the cardholder to support the B1-7.1.2
purchase.
Individuals may be reimbursed for ) )
illegitimate expenses and/or expenses may Procur.ement charges are reviewed and approved after the fact by line B1-71.3
Procurement cgrds and.self-approved not be reflected properly in the Financial SUpErvisors.
pglri((::ha::\iﬁjirr? n fgtflézr;i;v;ﬁ:‘aﬁg:my Statements. Self-approved purchases are monitored by the employee's functional
policy 9 prop . ’ supervision to ensure the expense was reasonable and a valid County B1-7.1.4
approval and accounting. expense
Procurement Card transaction limits are established per transaction and per
S B1-7.1.5
month on individual procurement cards.
Tra.nsatlztllons may become stale resulting in Procurement Card transaction are submitted to approver timely; approvers
an inability to correct errors or recoup . . B1-7.2.1
. ) process transactions timely.
invalid charges.
All purchase instruments (e.g., contracts and purchase orders) have been
preaudited and have a stamp or certificate similar to the following. “This
All purchasing instruments have been pre- Failure to comply with laws and regulations |  instrument has been preaudited in the manner required by the Local B1.8.1.1

audited and are marked accordingly.

(pre-audit).

Government Budget and Fiscal Control Act”.

See SOG blog: https://canons.sog.unc.edu/2024/01/preauditing-
employment-related-agreements/

Standard List of Internal Controls (SLIC)




B - Procurement

B1 - Purchasing

What (Objective)

Contracts are bid in accordance with State
and County guidelines - bids are solicited,
reviewed and the most responsive,
responsible bidder is selected.

Why (Risk or Exposure)

County overpays for goods or services.

How (Applicable Controls)

Types of monitoring and enforcement methods calculate accordingly (e.g.,

Control Number

Contracts are not accounted for in not to exceed, encumbrance, etc.) B1-9.1.1
accordance with State requirements.
Bid fraud occurs and the most responsive, Sealed Bids are not opened until date, time and those in attendance are B1-9.1.2

responsible bidder is not selected.

appropriate.

Standard List of Internal Controls (SLIC)




B - Procurement

B2 - Contract Administration

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Contract administrators are trained and appointed for each contract and are
maintained throughout the life of the contract. (This includes understanding,
communicating and enabling utilization of applicable warranties, service
agreements, etc. for purchase.)

B2-1.1.1
Where multiple departments utilize the same contract, one department is
Al service contracts are properly Services may be received but not reported, designated as the contract owner and is responsible for all internal controls
administered to ensure services are or reported incorrectly, resulting in surrounding the contract.
received as intended and expenditures are unrecorded liabilities, inaccurate
controlled. inventories, over/under payments, and Receipt of service verification is performed in accordance with County policy. B2-1.1.2
inaccurate capitalization and/or expense.
For contracts where financial verification is . . . -
. . . Any alterations to executed agreements (including releases and requisitions)
performed by a site contract administrator, Non-conformance to contract terms (prices, . . . B2-1.1.3
. o . . are processed in accordance with County policy.
conformance to contract terms is verified. quantity, delivery) may go undetected.
When financial verification (match price billed to the current contract terms)
and receipt of service are performed by the contract administrator, the B2-114
contract administrator specifies that they have confirmed price and receipt of o
service when approving / authorizing the invoice for payment.
All purchases have been authorized by . At the time of the contract or purchase order, Finance ensures there is an
- Unauthorized purchases may be made. L . S . B2-3.1.1
appropriation. appropriation authorizing the obligation in the budget ordinance.
Sufficient funds to pay for purchases may
- not exist; purchases cannot be paid for. At the time of the contract or purchase order, Finance ensures there is a
All purchases have a sufficient . S
. . sufficient unencumbered balance for the obligation created by the contract. B2-4.1.1
unencumbered balance. Failure to comply with NC State
See J2-5.1.3.
encumbrance / encumbrance check
requirement.
Lack of segregation of duties may result in
Adequate segregalltlor'] of duties exists rplsappropnatpn of assets, |r1accurat.e. Adequate segregation of duties is maintained as documented in the SOD
among the authorization, custody of assets, financial reporting, errors or irregularities B2-5.1.1

recording of transactions and reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




B - Procurement

B3 - Receiving

Control Number

What (Objective)

Appropriate receiving documentation is
maintained or monitored to facilitate
verification of vendor invoice accuracy.

Why (Risk or Exposure)

Iltems may be received but not reported, or
reported inaccurately, resulting in
unrecorded liabilities, inaccurate
inventories, and over/under/late payments.

How (Applicable Controls)

Upon receipt of a product, appropriate receiving documentation is prepared
and maintained and appropriate information is entered into payment systems
timely.

B3-1.1.1

Receiving notifications via third party electronic data interchange (when
Supplier books receipt directly into County system) are monitored in
accordance with County policy to ensure accurate and complete entries in
the appropriate systems.

B3-1.1.2

Appropriate procedures are in place to ensure that differences detected by
the receiving personnel above established tolerances are investigated and
actioned in a timely manner. Materials are promptly inspected to ensure the
items are proper, meet product specifications, are not damaged and are
appropriately physically delivered to the designated person or area (usually
the requisitioner).

B3-1.1.3

Claims to vendors or carriers are made when cost-justified so that related
credits are promptly received for returned materials.

B3-1.1.4

Vendor disputes or litigation may arise due
to improper documentation of receipt of
goods or services.

Where bulk raw material is received (e.g., truck, tank, rail car, barge, or
pipeline), quantities are adequately verified and accounted for in a timely
manner. Any difference with a carrier bill of lading in excess of predefined
and approved tolerance limits is promptly investigated and corrected.

B3-1.2.1

Material received on the basis of concentration or percentage is analyzed.

B3-1.2.2

Accuracy of meters, gauges, scales, etc. used to validate receipt of materials
is verified annually at a minimum. Verification results are kept on file.

B3-1.2.3

Returned goods are sent back to the
vendor in a timely manner; credits are
sought if payment has been made. Proper
approval, recording, and follow-up of
returned items is made.

Credit is not received for returned goods.

Goods to be returned are processed and
returned.

Returned goods are sent back to the vendor in a timely manner; credits are
sought if payment has been made. Proper approval, recording, and follow-
up of returned items is made.

B3-2.1.1

Standard List of Internal Controls (SLIC)




B - Procurement

B3 - Receiving

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Access to receiving transactions is appropriately restricted and is reviewed

Control Number

by management at least annually. B3-3.11
Receiving systems and records are Financial loss or unauthorized changes Physical access to the receiving area (e.g. stores, warehouses, docks and B3-3.1.2
appropriately safeguarded. may go undetected. tables) is restricted. o
Incoming goods are secured and safeguarded during the receiving process,
: . B3-3.1.3
particularly in the case of valuable goods.
Lack of segregation of duties may result in
Adequate segregalltlor? of duties exists mlsapproprlathn of assets, |f1accurat.e- Adequate segregation of duties is maintained as documented in the SOD
among the authorization, custody of assets, financial reporting, errors or irregularities B3-4.1.1

recording of transactions and reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




B - Procurement

B4 - Payment Verification

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Invoices are financially verified in accordance with County policy on invoice
verification. Invoice information (e.g., item / service, quantity, cost, terms,

etc.) are compared to the purchase instrument (purchase order, contract, B4-1.1.1
etc.). The approver signs and dates (or otherwise) approves the invoice for

If an invoice is submitted, it is verified for Invoices may be paid incorrectly. payment.

accuracy and completeness.
Determine if sales taxes are being assigned correctly. B4-1.1.2
Invoices are individually reviewed and approved for payment (no mass

" " . B4-1.1.3

approvals nor "Rubber stamp" transactions).

Payments are made only for goods and or Payment may be mgde for goods or No advance payments are made. B4-2 1.1

services that have been received. services never received.

. . Individuals may be reimbursed for
Travel expense reports are in compliance S . . . \
. L ) illegitimate expenses and/or expenses may Expense reports are prepared in compliance with County's travel and
with County policy including proper . . . . L . . B4-3.1.1
. . not be reflected properly in the Financial entertainment policies, and are submitted and approved timely.
documentation, approval and accounting.
Statements.
Lack of segregation of duties may result in
Adequate segregalntlor) of duties exists mlsapproprlathn of assets, |paccurat.e- Adequate segregation of duties is maintained as documented in the SOD
among the authorization, custody of assets, financial reporting, errors or irregularities B4-4.1.1

recording of transactions and reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




B - Procurement

B5 - Disbursement

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

All disbursements are supported by appropriate documentation.

Disbursements are properly and accurately recorded in the accounting B5-1.1.1
records during the period in which the payment was made.
Supporting documents (e.g., purchase orders, receiving reports, original
invoices, etc.) are effectively cancelled after payment to prevent accidental
. ; - ) . B5-1.1.2
or intentional reuse and sufficient electronic records are maintained to
preclude reuse or duplicate payment.
Control in ol i Disb i b thorized If a disbursement is made without a supporting purchase order, the
.on rols are In place to ensure Isbursements may be unauthorized, . disbursement must be properly approved in accordance with applicable B5-1.1.3
disbursements are properly approved, recorded for the wrong amount, recorded in authorization limits
adequate supporting documentation exists the wrong period, or made for goods and i
and payments are recorded accurately. services not received. Returned vendor checks are investigated and the reason for return is B5-1.1.4
documented. o
Bank accounts relating to disbursement activity are reconciled to the general B5-115
ledger timely. o
Stop payments required on checks or Electronic Funds Transfers (EFTs) are
properly authorized and then transacted in accordance with bank B5-1.1.6
instructions.
All checks have dual signatures or the Board of Commissioners has
. B5-1.1.7
documented acceptance of one signature.
The ability to generate manual payments is restricted. 83;271 '11 1&
Only properly authorized personnel can Manual dlsbu.rsement activity is mpnltored and controlled by managgment to B5-212 &
. ensure there is proper cost authority approval and adequate supporting
generate manual payments (manual/non- Inappropriate manual payments may be . H1-7.1.2
. . documentation.
system controlled or non-automated generated without authorization.
payments).
Blank and printed checks and check-stock are safeguarded from destruction
. . B5-2.1.3 &
or unauthorized use. Signature plates, where used, are safeguarded. All
. . o . H1-7.1.3
checks are issued numerically, and accounted for on a periodic basis.
Financial statements, records, and
Accounts payable balances are accurate operating reports may be inaccurate. The Accounts Payable subsidiary data balances and all supporting records B5-3.1.1

and complete.

Critical decisions may be based upon
erroneous information.

are reconciled to the general ledger.

Standard List of Internal Controls (SLIC)




B - Procurement

B5 - Disbursement

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Electronic disbursement (wire or electronic funds transfer) totals are

Disbursements (e.g. checks, wire transfers, Improper verification of account transfers : ) B5-4.1.1

electronic funds transfers, etc.) are properly| may lead to misappropriation of County compared with approved payment totals prior to the release of funds.

approved by appropriate individuals and funds, duplicate transfers, or transfers to

adequately safeguarded. the wrong bank Access to perform payment processing is restricted (electronic system and B5-4.1.2
physical). o
Checks are not: 1) made payable to cash or bearer, and 2) signed or
approved in blank (approved before vendor / carrier information, dollar
amount, date, etc. is filled in). B5-5.1 1
Spoiled, voided, and cancelled checks have the signature portion removed

Disbursements (e.g. checks, wire transfers and destroyed, are filed, accounted for, and protected.

electronic funds transfers, etc.) are properly Checks or signature plates may be misused

approved by appropriate individuals and to the detriment of the County. All preprinted checks are pre-numbered, or automatically numbered as the

adequately safeguarded. system generates them, issued numerically, and accounted for on a periodic B5-5.1.2
basis.
Blank and printed checks / check-stock are safeguarded from destruction or
unauthorized use. Signature plates, where used, are safeguarded. All B5-5.1.3
checks are issued numerically, and accounted for on a periodic basis.

Disbursement systems and records are Loss or unauthorized changes may not be Access to disbursement systems is appropriately restricted and is reviewed B5-6.1.1

appropriately safeguarded. detected. by management at least annually. o

Lack of segregation of duties may result in
Adequate segregalntlor) of duties exists mlsapproprlathn of assets, |paccurat.e. Adequate segregation of duties is maintained as documented in the SOD
among the authorization, custody of assets, financial reporting, errors or irregularities B5-7.1.1

recording of transactions and reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




C - Customer Service

C1 - Customer Service Improvement

How (Applicable Controls)

Control Number

What (Objective)

Why (Risk or Exposure)

Processes and techniques to improve productivity are evaluated for

inefficiencies and/or inaccuracies.

complaints.

imol . . h icabl C1-1.11
Processes are periodically reviewed for Processes are performed inefficiently or implementation and are standardized to the extent practicable.
improvement and standardization ineffectively, resulting in excessive costs
opportunities. (e.g., rework) and customer complaints. Quality assurance procedures are integrated into the process. Quality checks|
are performed to ensure compliance with quality control standards set by the C1-11.2
department or area.
Prgductlop may be pe'rformed mefflmently Customer service (performance) metrics are monitored and reviewed by
or ineffectively, resulting in excessive costs management C1-2.1.1
and customer complaints. o '
Customer service metrics are established
and monitored by management.
Quality problems may not be discovered or . .
appropriately reported and result in A root cause analysis is performed of customer quality related returns and C1-21.2

Standard List of Internal Controls (SLIC)




D - Inventory Assets
D1 - All Asset Types

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number

All assets subject to inventory requirements County-owned Inventory may be stolen or Management conducts a periodical physical inspection for unidentified D1-11.1

are identified. accidentally discarded. assets. o

All inventorial items are clearly marked (as County-owned Inventory may be stolen or Management conducts a periodical physical inspection of assets to ensure D1-21.1

appropriate). accidentally discarded. proper marking. o

Records of inventories are complete and County financial statements and other Management periodically reviews lists of assets for completeness and D1-3.1.1

accurate. management reports may be inaccurate. accuracy. o
Inappropriate materials and/or quantities Transfer of inventory items (location and/or ownership) are properly

Material transfers are properly authorized. may be transferred without an authorized authorized before the transfer. Movements are recorded properly to reflect D1-4.1.1
requisition or work order. the physical location and ownership.

Only authorized users have the ability to change inventory values (quantities

ldng:;itotri)észf Q?eefe(\l'ii&ggzztglgs arr;c\i/e d Imn;/sznto:())/ 'tr?;?: dmay be misused and/or and descriptions); all additions, deletions and changes are reviewed and D1-5.1.1
P PP ' pprop ’ approved by Management.
Accurate and complete inventories are taken at all County and non-County
locations at prescribed frequencies in accordance with the County's policies D1-6.1.1
Physical inventory counts may be (e.g., Physical Inventory Guidelines).
inaccurate, improperly recorded, or Quantities determined by physical A iied to th wal
L uantities determined by physical count are reconciled to the perpetua
Inventory balances are accurate and neglected; inventory records may not i , - :
correctly valued (physical verification of accurately reflect the existing inventory .r;acotr.?s,ds@nlflcant variances are fully investigated and root causes D1-6.1.2
identified.
inventories and related account balances.
reconciliations are performed). )
Cycle counts are the preferred method used for inventory counts. D1-6.1.3
Inventory balances could be misstated, Adjusting entries resulting from the physical inventory are properly D1-6.2.1
resulting in inaccurate financial reporting. documented, authorized, and recorded. -

Inventories are reviewed for valuation (i.e., the inventory's value is at the

lower of cost or market value). D1-7.1.1

Inventory is valued correctly. The value of inventory may be misstated.

Theft sensitive items are identified and Theft sensitive items are identified and where needed additional security and

Theft sensitive items are misappropriated. . . D1-8.1.1
secured. inventory procedures are put in place.

Standard List of Internal Controls (SLIC)



D - Inventory Assets

D1 - All Asset Types

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

Adequate segregation of duties exists
among the authorization, custody of assets,
recording of transactions and reconciliation.

Lack of segregation of duties may result in
misappropriation of assets, inaccurate
financial reporting, errors or irregularities,
and/or improper and undetected use of
funds or modification of data.

Adequate segregation of duties is maintained as documented in the SOD
matrix; contact Internal Audit.

D1-9.1.1

Standard List of Internal Controls (SLIC)




D - Inventory Assets

D2 - Disposal / Sale of Assets

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Surplus, obsolete and off-spec inventory are identified in a timely manner,

including review of damaged or slow-moving inventory for potential D2-1.1.1
obsolescence.
Surplus, obsolete, off-spec, and damaged Failure to properly account for surplus, Opzo:gte n;ater:)alsla:e Wrthh dov:ln or gff n att:cord\a/nlce Z,V'th (;Ol:)ntyl to/ D2-1.1.2
inventory are identified and monitored on a obsolete and damaged inventory may result gul e Tes gr ° dsof? € an 'fc‘?”l mye |r1vendory. . zlualion ot obsolete T
regular basis and disposed of and written- in an overstatement of the inventory Iscontinued and ofi-spec materials Is reviewed periodically.
off in accordance with County policy. balance.
Damaged and obsolete inventory is identified and segregated when D2-11.3
possible. o
Disposition (i.e. alternate use/markets) of damaged and obsolete materials is
. . . D2-1.1.4
completed in accordance with County policy.
ltems may be disposed of or sold that have All asset disposals / sales and are authorized for disposal / sale per County D2-2.1.1
. ) continued value to the County; items may guidelines.
Disposal / sale of assets are authorized. be sent for disposal for the sole purpose of
P purp All asset disposals / sales follow the same approved process (e.g.,
theft. . . D2-2.1.2
govdeals').
For all asset disposals / sales no favoritism . All disposals and sales are done at arm's length, meaning all potential
L . Value received may be less than market . L2 .
is given to any potential buyer (e.g., County value buyers are treated the same. Sale information is made available to all D2-3.1.1
employee). ’ potential buyers equally.
All protected County information (e.g.,
computer hard drives, printed lists, desk County information may be inadvertently All assets (e.g., computer hard drives, printed lists, desk drawers) are
. . . . . . D2-4.1.1
drawers) is removed from the asset prior to disclosed and/or lost. checked for protected information before disposal or sale.
sale.
Disposal items clearly indicate the County .
accepts no liability for the use or further The County may be liable for damages or Legal disclaimers accompany all asset disposals and sales. D2-5.1.1

disposal of the item.

further disposal expenses.

Standard List of Internal Controls (SLIC)




D - Inventory Assets

D3 - Consumable / Small Dollar Assets

Control Number

What (Objective)

Inventory plans reflect business strategies;
inventory and related holding costs are

Why (Risk or Exposure)

Unplanned inventories may tie up working

How (Applicable Controls)

Inventory amounts and order points are periodically reviewed; unplanned

minimized in conjunction with meeting capital and cause increased storage costs . ; ; h S s D3-1.1.1
. - inventories are closely monitored to avoid or minimize their impact.
supply, customer service and logistics and/or obsolescence.
requirements.
Inventory may not be stored in a secure
location which maximizes availability, Inventory layout and storage locations are analyzed and reviewed to ensure D3-2.1.1
minimizes costs and minimizes inventory they are optimized for availability, cost and risk. o
risk.
Inventory may not be stored in a secure
Inventory storage locations are secure and location which maximizes availability, Consignment inventory is accounted for and stored in accordance with the D3-2.1.2
optimized for availability, cost and risk. minimizes costs and minimizes inventory consignment agreement. o
risk.
Inver.1tory m.ay not t')e 'stored |n. a ?‘."Cure Storeroom inventory is adequately secured, with consideration given to the
location which maximizes availability, . . . e
S L . risk of loss particular to the asset being protected (e.g., theft-sensitive items D3-2.1.3
minimizes costs and minimizes inventory .
. such as electronics).
risk.
Inventory systems and records are Loss or unauthorized changes may go Access to inventory control systems (and/or logs) is appropriately restricted D3-3.1.1
appropriately safeguarded. undetected. and is reviewed at least annually by management. o
Inventory is valued correctly. The value of inventory may be misstated. All perpetual inventory balances reconcile and support the financial records. D3-4.1.1

Standard List of Internal Controls (SLIC)




E - Fixed Assets

E1 - Assets Under Construction and Project Accounting

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

All elements of capital expenditure proposals are documented in accordance

Control Number

with County policy governing capital authorization and are based on relevant E1-1.1.1
) ) and reasonably reliable information.
Capital expenditure proposals are Capital expenditures may not be properl
prepared, documented, evaluated, aut‘t)mrize dpan d result in ():/ash outf‘I)owz th);t Capital expenditure proposals are reviewed and properly authorized prior to
authorized and maintained in accordance - . the commencement of any work and are assigned a unique identification E1-1.1.2
. . . . are not necessary or in line with the
with County policy and consistent with ) . number.
. N~ strategic plan of the business.
business objectives.
Supplemental authorizations are obtained in accordance with County policy
when costs are expected to exceed original authorized project/work order E1-1.1.3
amounts.
Costs incurred are recorded in the appropriate project / work order / E1-2.11
account. o
Costs in support of capital decisions are reviewed and accounted for in
: . e E1-2.1.2
accordance with County policy on capitalization vs. expense.
Project costs may not be recorded correctly,l | eases are reviewed to distinguish between capital and operating leases E1913
) ] which may lead to disallowance of claimed (see also GASBs 87 & 96). el
Capital expenditures are properly expenses, misstated County assets and
documented and cla53|f|ed,.corre(.:tlly depreciation expense, and distorted Project cost reports are compared to authorized budgets and any significant E1.214
recorded and accumulated in sufficient financial analysis. variations are appropriately followed up. o
detail, including segregation between cost
and capital, in accordance with acceptable Open construction detail records support balances reflected in the general E1-215
accounting principles, applicable tax laws ledger. o
and County policy. - - — . -
Closing report detail to be capitalized for each project is appropriately
. E1-2.1.6
reviewed and recorded.
Projects qualifying for capitalized interest are accurately identified to ensure E1-2.21
Capitalized interest may not be accounted capitalized interest is correctly recorded. o
for in accordance with County policy.
Capitalized interest is reviewed at least annually for reasonableness. E1-2.2.2

Standard List of Internal Controls (SLIC)




E - Fixed Assets

E1 - Assets Under Construction and Project Accounting

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Open construction projects / work orders / accounts are reviewed to ensure

Control Number

- o E1-3.1.1
Assets ready for use are capitalized in a Depreciation may not be calculated on timely capitalization of ready-for-use assets.
timely manner. ready-for-use assets. Inactive or abandoned projects / work orders / accounts are monitored and E1-3.1.2
properly closed. o
Construction project system and records Loss or unauthorized changes could go Access to construction project systems and records is appropriately E1-4.1.1
are appropriately safeguarded. undetected. restricted and is reviewed at least annually by management. o
Lack of segregation of duties may result in
Adequate segregalltlor) of duties exists mlsapproprlathn of assets, |f1accurat.e- Adequate segregation of duties is maintained as documented in the SOD
among the authorization, custody of assets, financial reporting, errors or irregularities, E1-5.1.1

recording of transactions and reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




E - Fixed Assets

E2 - Fixed Asset Accounting

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

New assets, including those acquired through a business or technology
acquisition, and those acquired by capital lease, are entered into the fixed

asset accounting system according to County policy, GAAP/GAS and tax E2-1.1.1
laws to ensure proper set-up such as useful life, dollar threshold and asset
classification.
Fixed assets are classified and recorded in Fixed assets may not be properly reflected Fixed asset transactions, including replacing, acquiring, constructing, E2-1.1.2
accordance with acceptable accounting and may result in inaccurate financial retiring, etc. are approved by appropriate levels of management.
principles and applicable tax laws. reporting. . . . .
All fixed asset transactions are recorded accurately and in a timely manner, E2-113
including ensuring all transactions requested were processed. o
Management reviews and evaluates depreciation methods, asset
classifications, and useful lives as necessary (e.g. changes in business E2-1.1.4
plans, market conditions, etc.).
All long-lived assets are verified for Fair value declines may not be properly Property, Plant & Equipment are reviewed / tested for impairment per the E2-211
existence and properly valued. identified, valued, and recorded. applicable accounting rules and guidelines for each asset category. o
The fixed asset accounting system is configured to calculate depreciation on £2-3.1.1
Fixed assets are properly depreciated in Depreciation expense may not be recorded assets correctly and configuration is reviewed. o0
accordance with County policy and on related asset(s) or may be
acceptable accounting principles. recorded/calculated incorrectly. Depreciation expense is reviewed for reasonableness versus prior period £2.312
and budget at least annually. o
Fixed asset detail accountlnq rgcords Fixed asset detail accounting rer:ords may Fixed asset subsidiary data balances and all supporting schedules are
accurately reflect the County's investment not accurately reflect the County's E2-4.1.1
. . . balanced to the general ledger.
fixed assets. investment in PP&E.
Fixed asset accounting systems and Loss or unauthorized changes may go Access to fixed asset accounting systems and records is appropriately E2-5.1 1
records are appropriately safeguarded. undetected. restricted and is reviewed at least annually by management . o
Lack of segregation of duties may result in
Adequate segregalltlor'] of duties exists rplsappropnatpn of assets, |r1accurat.e. Adequate segregation of duties is maintained as documented in the SOD
among the authorization, custody of assets, financial reporting, errors or irregularities, E2-6.1.1

recording of transactions and reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




E - Fixed Assets

E3 - Fixed Asset Movements and Disposals

What (Objective)

The County's fixed asset records reflect
actual assets in use.

Why (Risk or Exposure)

Retired, sold, transferred, or reclassified
fixed assets may not be properly reflected,
resulting in inaccurate financial reporting.

How (Applicable Controls)

Control Number

The total cost of all County assets, which
are replaced and/or physically removed
from service, are properly removed from the
County's financial records and any
remaining depreciation is expensed.

Fixed asset account balances could be
misstated resulting in inaccurate financial
reporting.

Asset utilization is reviewed at least annually. E3-1.1.1
Fixed asset disposal and transfer authorization forms are approved and

) R E3-1.1.2
provided to the appropriate individual.
Assets, for which no use within the County is foreseen, are promptly
dismantled, sold or otherwise disposed of or classified as non-operating or E3-1.1.3
abandoned in place, after obtaining management approval.
Existing assets are written off accurately and timely if they are deemed to be
non-operating or abandoned in place, replaced, removed or disposed of and E3-2.1.1

with management approval.

Standard List of Internal Controls (SLIC)




E - Fixed Assets

E4 - Physical Verification

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

A process for physical verification of assets
is established and monitored in accordance
with County policy to ensure fixed asset
records are complete and accurate.

The detailed fixed asset system records
may not accurately reflect the existing
physical assets.

A physical verification of assets is performed in accordance with County

Adequate segregation of duties exists
among the authorization, custody of assets,
recording of transactions and reconciliation.

Lack of segregation of duties may result in
misappropriation of assets, inaccurate
financial reporting, errors or irregularities,
and/or improper and undetected use of
funds or modification of data.

; E4-1.1.1
policy.
Reconciliation is performed comparing results of physical verification to the
fixed asset accounting system records; resulting financial adjusting entries

- . . ) . E4-1.1.2

are properly authorized and recorded in a timely manner in accordance with
County policy.
Adequate segregation of duties is maintained as documented in the SOD E4-211

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




F - Human Resources, Compensation & Benefits

F1 - Personnel Access and Confidentiality

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

Confidential employee and/or applicant

Access to employee and applicant records is restricted to authorized

information may be disclosed, possibly individuals; access is reviewed at least annually. F1-1.11
resulting in violation of employment laws,
potential litigation and other possible The frequency with which authorized personnel access human resource F1-11.2
Confidentiality of human resource liabilities. records is monitored. o
information is maintained.
Employee records are not maintained per
State requirements and vital employee All employee records are maintained in accordance with State record F1-1.2.1
information is discarded and no longer retention requirements. -
available.
Adequate segregation of duties exists ;ﬁg::;:;?;?::'g?;sfstgeisn;z::; ultin
among the authorization, custody of assets, ) ; . - o Adequate segregation of duties is maintained as documented in the SOD
financial reporting, errors or irregularities, F1-2.1.1

recording of transactions, and
reconciliation.

and/or improper or undetected use of funds
or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




F - Human Resources, Compensation & Benefits

F2 - Personnel and Payroll Processing

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

Each employee and applicant data record is

Employees and applicants may have the
same name, which may result in personnel

Unique identification numbers are assigned to each applicant and/or

unique master data changes being made to the emplovee F2-1.1.1
que. wrong file or confidential information being ployee.
inadvertently disclosed.
Adequate job descriptions and hiring criteria are maintained and candidates'
e . . . F2-2.1.1
qualifications are compared with the job requirements.
lifi idat b . . e Co
g\r/:(; or under qualified candidates may be Uniform criteria should be used when classifying jobs and assigning titles. F2-2.1.2
Background checks and other means are used to identify and screen F2-213
applicants for employment. T
Job applicants are suited to the position. . ) .
Lack of appropriate consideration of . . . - .
. . Postings for internal and external job positions are approved in accordance
internal candidates may not allow for . . F2-2.2.1
L with County policy.
development of existing employees.
Employees previously terminated for ethical Personnel files are reviewed prior to rehiring a former employee to ensure
violations, poor performance, or other that prior work record warrants consideration of the employee for the F2-2.3.1

disciplinary actions may be re-hired.

position.

Standard List of Internal Controls (SLIC)




F - Human Resources, Compensation & Benefits

F2 - Personnel and Payroll Processing

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

Employees receive key work related
information.

New employees do not receive sufficient /
consistent information on key work related
information.

When the employee commences employment, he/she is supplied with the
following particulars in writing:

- employer's full name and address;

- the name and occupation of the employee, or a brief description of the work
for which the employee is employed;

- the place of work, and, where the employee is required or permitted to work
at various places;

- the date on which the employment began;

- the employee's ordinary hours of work and days of work;

- the employee's wage or the rate and method of calculating wages;

- the rate of pay for overtime work;

- any other cash payments that the employee is entitled to;

- any payment in kind that the employee is entitled to and the value of the
payment in kind;

- how frequently remuneration will be paid;

- any deductions to be made from the employee's remuneration;

- the leave to which the employee is entitled;

- the period of notice required to terminate employment, or if employment is
for a specified period, the date when employment is to terminate;

- a description of any council or sectoral determination (Wage
Determination) which covers the County;

- the period of notice required to terminate employment, or if employment is
for a specified period, the date when employment is to terminate;

- a list of any other documents that form part of the contract of employment,
indicating a place that is reasonably accessible to the employee where a
copy of each may be obtained.

F2-3.1.1

When any term or condition of employment of an employee changes, the
written particulars are updated to reflect the change; employees are supplied
with a copy of the document reflecting the change.

F2-3.1.2

When an employee is not able to understand the written particulars, the
information is explained to the employee in a language and in a manner that
the employee understands.

F2-3.1.3

Standard List of Internal Controls (SLIC)




F - Human Resources, Compensation & Benefits

F2 - Personnel and Payroll Processing

Control Number

What (Objective)

Hiring, promotion, transfer, and termination
practices adhere to County policies and
comply with applicable laws and
regulations.

Why (Risk or Exposure)

Laws and governmental regulations may be
violated, resulting in fines, penalties,
lawsuits, or other liabilities.

How (Applicable Controls)

Employment policies are reviewed annually by local legal counsel to ensure
compliance with legal and regulatory requirements. Policy changes are
communicated and implemented.

F2-4.1.1

Policies and guidelines for hiring, promotion, transfer, and termination are
defined, documented, communicated, and adhered to.

F2-4.1.2

A mechanism is in place to ensure that managers and supervisors are aware
of applicable employment laws, regulations and County policies.

F2-4.1.3

A mechanism is in place to ensure that personnel files include
documentation supporting hiring, promotion, transfer, termination, benefit
election, and any other documents deemed necessary by the County's legal
counsel to ensure compliance with applicable employment laws.

F2-4.1.4

Records may be lost or prematurely
destroyed, resulting in loss of audit trail.

Human resource records are filed and retained in accordance with laws and
regulations and County policy. Management reviews and approves any files
selected for destruction.

F2-4.2.1

Personnel data is properly maintained to
support payroll processing, tax
withholdings, and benefit elections.

Additions, pay rate changes, terminations,
or other actions may not be authorized or
recorded accurately.

Standard forms are used to document changes to payroll and other
personnel data.

F2-5.1.1

Changes to personnel data are authorized and input correctly. Management
timely reviews automated reports of changes to employee data, including
pay rate changes and terminations.

F2-5.1.2

Relational validations (search on employee number, position number, name
and address, etc.) are performed to prevent or timely detect duplicate
entries; necessary follow up is performed.

F2-5.1.3

A mechanism is in place to ensure that all employees in personnel data files
exist (no "ghost" employees).

F2-5.1.4

The reason for employee termination
adheres to County policy and local law.

Terminated employees may litigate, and
insufficient documentation may make it
difficult for the County to defend its position.

Human Resources and local legal counsel are consulted prior to an
involuntary termination.

F2-6.1.1

Standard List of Internal Controls (SLIC)




F - Human Resources, Compensation & Benefits

F2 - Personnel and Payroll Processing

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

County policy for terminating employees is
followed.

Line management assigns and monitors County property loaned to

benefits, or owe the County money.

outstanding amounts owed to the County for loans, advances, and other
liabilities.

F2-7.1.1
employees.
Terminated employees may not return
County assets in their possession. Human Resources provides the employee's manager with a standard
checklist that can be used to ensure that all County assets (passes, keys, F2-71.2
computer, etc.) are collected before employee's departure.
Terminations are reported to HR on or before the termination date so the
Employee may continue to be paid, receive employee's final pay is correctly calculated and appropriately considers F2.7.2.1

Standard List of Internal Controls (SLIC)




F - Human Resources, Compensation & Benefits

F3 - Payroll Accounting

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

Payroll accounting configuration and payroll

Payroll configuration may not be consistent

Systems configuration of earnings and withholdings is appropriate and

tables reflect the needs of the organization. with the' business needs for earnings adequately supports payroll processing. F3-1.11
calculations.
Computation of base pay is based on data in personnel files and/or
approved time reports or other appropriate, approved supporting F3-2.1.1
documentation.
Non-standard or overtime hours are approved and correctly input. F3-2.1.2
Payroll hours and rates may not be correct.
Compensatory time is only allowed per County Regulations (Reg. 43); non-
) . - F3-2.1.3
standard or overtime hours are paid per County payroll policies.
Overpayment to employees is promptly sought and returned to the County. F3-2.1.4
Payroll, taxes, benefits, other withholdings, ) . . R
and related liabilities may not be calculated, Payroll, taxes, benefits, other withholdings, and related liabilities are properly F3.2.2.1
. processed.
disbursed, or reported accurately.
Compensation paid to employees and If the payroll system encounters an exception during processing, a payroll
related regulatory payments are initiated, exception report is generated. Exceptions are reviewed and resolved before F3-2.3.1
processed, recorded, and disbursed the pay confirmation process begins.
properly.
The payroll system may encounter an error Payroll processors review the payroll for reasonableness, and perform
during processing, resulting in incomplete relational checks of total compensation, tax and other withholdings to identify F3-2.3.2
payroll. significant processing errors.
Payroll expense, payroll tax, and related liabilities are posted and reviewed F3-233
to ensure general ledger accounts are correct and appropriate. o
Payroll related taxes are remitted to the appropriate regulatory agency within
. . F3-2.4.1
the allowable time period.
Expenses and liabilities for payroll taxes
and other benefits may not be disbursed to Notifications from taxing authorities are resolved in a timely manner. F3-2.4.2
the relevant third party on a timely basis.
Payroll deductions are remitted to third party administrators on a timely F3-243
basis. o
Cash disbursements may not be correct. All bank accounts are reconciled monthly in accordance with County policy. F3-2.5.1

Standard List of Internal Controls (SLIC)




F - Human Resources, Compensation & Benefits
F4 - Additional Income Outside of Standard Pay

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number

Any additional income outside of standard pay is reviewed annually to

Any additional income outside of standard ensure continued compliance with applicable tax, legal, accounting, and F4-1.1.1

pay adheres to County policy, complies with Laws, governmental, and accounting other regulations.

applicable laws and regulations and is regulations may be violated, resulting in

administered in accordance with the plan fines, penalties, lawsuits, or other liabilities. Any additional income outside of standard pay has design and metrics,

documents. including eligibility and target levels, and is reviewed annually and approved F4-1.1.2
by the Compensation Committee.

Standard List of Internal Controls (SLIC)



F - Human Resources, Compensation & Benefits
F5 - Benefits

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number
Appropriate eligibility rules are defined for each benefit plan. Eligibility is
Eligible participants may be improperly determingd for each part.icipant (incIudjng dependents). Lists' of eligibility are F5-1 1.1
excluded from participation and/or ineligible communicated to the Third Party Administrators and loaded into system
participants may be entered as program tables.
participants. A relational check is performed between benefits chosen and participant F5.1.1.2
eligibility. o
Changes to benefit elections are updated by employees or other authorized
Benefits are administered in accordance personnel and activity reports are generated and reviewed by Benefits F5-1.2.1
with County policy. management as necessary.
The system ensures logical relations between different options (e.g. only one
. . ) i F5-1.2.2
Participant benefit elections may not be healthcare option, etc.) and completion of all required fields.
recorded correctly. . ) i ) ]
Participants are required to complete benefit selections and default benefits
are assigned to active employees who fail to self-select within a set period of F5-1.2.3
time.
Confirmations of participant benefit selections are made available. F5-1.2.4
Access to benefit configuration tables is appropriately restricted and is F5-2 1.1
Unauthorized changes to the benefits reviewed, at least annually, by management. o
. configuration tables may go undetected. Access to employee eligibility systems and data is appropriately restricted F5.212
Benefits systems and records are and is reviewed, at least annually, by management. o
appropriately safeguarded.
Unauthorized changes to Third Party If applicable, the County provides changes in benefit rules to the Third Party
Administrator benefit configuration tables Administrator. Acceptance testing is performed by the County before F5-2.2.1
may go undetected. changes are implemented.
Benefit arrears payments may not be
Benefit premium payments due from collected from employees (current and Benefit premium payments from participants who are in arrears are tracked F5-31.1
participants are collected. former) resulting in additional cost to the and collected. o
County.
Third Party Administrator's data files may Validation checks exist to ensure data submitted agrees to third party files. F5-4.1.1
be incorrect. Exceptions are resolved on a timely basis. o
Data transmitted to Third Party ainer:nzaigl?g:\/sezr:nrgaade Lrgf:é:ordance with the terms and conditions of F5-4.2 1
Administrators is correct. Benefits may be paid on behalf of ineligible P ’ PP )
partllf:s. E)éper:ses Imay be paid that do not Continuation of post employment benefits are verified on a regular basis for
quality under the pian. accuracy. Discontinuance of benefits dates are set and communicated to F5-4.2.2
Third Party Administrators (and former employees).

Standard List of Internal Controls (SLIC)



F - Human Resources, Compensation & Benefits

F5 - Benefits

What (Objective)

Why (Risk or Exposure)

Service Provider fees paid may not be

How (Applicable Controls)

Fees to Service Providers for services provided are paid in accordance with

Control Number

. contract provisions and approved by management before funds are F5-5.1.1
appropriate. ;
disbursed.
Transactions with the Service Providers are
accurate, in accordance with contract Changes to participant records or deductions initiated by the Third Party F5.5.2 1
prg.vi.sdionls, and restricted to appropriate Unauthorized, inaccurate, or processing Administrator are validated against County source systems and records. -
individuatls. errors initiated at the Service Provider may
not be detected. Access to benefit file information is restricted to those individuals who need F5-52.2
such information to complete their duties and is reviewed at least annually. o
There may be calculation errors in accruals System is programmed to.properly compute benefits, and provide support for F5-6.1.1
Benefit calculations are complete and for employee benefits earned but not paid payroll and benefit deductions.
accurate. (vacation expense, stock compensation, . .
. Pension payments are calculated, and non-standard calculations are
pension, etc.) h F5-6.1.2
reviewed.
Annual benefit rates (excluding Pension/OPEBSs) are developed and used in F5-7 1.1
the recording of benefit accruals. o
Pension, actuarial (e.g., OPEBS) rates for benefit plan accruals and related
employee benefit liability accounts are periodically reviewed by management F5-7.1.2
(at least annually).
Initial computation of benefit rates/amounts are reviewed by management to F5-713
Benefit liabilities are accumulated and Benefit processing may be incomplete ensure that all components are considered. 571
recorded in the appropriate general ledger and/or inaccurate and processing errors
account in the proper accounting period. may go undetected. Benefit rates/amounts are periodically reviewed and adjusted based on F5-7 1.4
actual experience and other performance metrics. o
Benefit liabilities and expenses are reviewed to ensure postings to the F5-715
general ledger accounts are correct and appropriate. o
Benefit payments calculated are reconciled to the payments made by Paying
Agents, if applicable, and also reconciled to the amount funded by the F5-7.1.6
County, as appropriate.
Requlatory requirements related to benefit Fines and penalties may be incurred if Management identifies filing requirements for each benefit plan and ensures
9 ryreq required regulatory filings are not accurate that reports are prepared and filed according to regulatory agency F5-8.1.1

plans are complied with.

and timely.

requirements.

Standard List of Internal Controls (SLIC)




F - Human Resources, Compensation & Benefits

F6 - Employee Performance

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

A documented code of conduct exists and includes compliance

measurement and disciplinary procedures. F6-1.1.1
There is a mechanism in place through which employees' performances are
. ! o F6-1.1.2
regularly assessed against agreed upon defined goals and objectives.
Well perform.lng employee; may seek other Employees understand and acknowledge their job responsibilities and the
employment; poor performing employee f thei i F6-1.1.3
Employee performance is regularly behavior may go unchallenged and scope ot their positions.
assessed; appropriate compensation unchanged.
adjustments are taken. Measurable goals and objectives relating to the individual roles and
responsibilities are established and monitored by appropriate management. F6-1.1.4
The reasons for non-achievement are identified and reviewed.
Employees with persistent absenteeism or serious misconduct are identified,
. . o . F6-1.1.5
monitored and appropriate disciplinary actions are taken.
Appraisals are not adequate and can lead Management and supervisors know their roles and responsibilities relating to F6-1.2.1
to misunderstandings. the appraisal program. -
Training and development needs are determined and agreed upon using F6-2.1.1
Employees receive training and Employees are not fully utilized to their full performance shortcomings as the basis.
development. potential. . - - -
Staff training and development needs are satisfactorily and cost-effectively
F6-2.1.2
addressed.
The appraisal system meets relevant All appraisal related decisions must be Relevgnt employment I('egl'sla'\tlon Is considered in deS|gn|qg th.e staff
L appraisal system and disciplinary procedures. Current legislation updates F6-3.1.1
employment legislation. readdressed. . . L
are adopted accordingly to ensure the compliance legislation.
Employees have access to an appraisal Legitimate employee concerns may not be There are appropriate alternative independent means through which staff
ploy PP 9 ploy y communicate their problems and concerns. Employees have the right to F6-4.1.1

grievance process.

adequately addressed.

formally escalate their grievances.

Standard List of Internal Controls (SLIC)




F - Human Resources, Compensation & Benefits

F7 - Employee Ethics

What (Objective)

Violations of the County's Business Ethics
Policy are identified and investigated.

Why (Risk or Exposure)

Ethics violations may not be investigated.

How (Applicable Controls)

Allegations of ethics violations are reported to Internal Audit for investigation.

Control Number

F7-1.1.1

An employee that brings forward ethics-
related concerns is held harmless, unless
the concern is found to be intentionally
deceiving or intentionally injurious to
another employee.

An employee who brings forward a good
faith concern is punished or faces
retaliatory actions from other employees.

Employee confidentiality is strictly kept. Identifying information is only shared
with the permission of the employee unless there is an overriding legal or
safety issue.

F7-2.1.1

Standard List of Internal Controls (SLIC)




G1 - Tax Administration

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number
Improper tax planning may fail to optimize
the impact of both current and emerging tax Tax planning is performed on an ongoing basis, so that emerging tax G1-11.1
requirements and reduce the County's requirements or opportunities are identified. o
overall tax revenue.
The administration of taxes and the
provision of advice and counsel in tax New tax law and regulation changes may
matters to County leadership is performed. not be identified and reflected appropriately
or timely; tax data related to current year Significant new tax law and regulation issues are identified and documented G1-1.2.1
income may be incomplete and/or as to impact on the County. -
inaccurate, such that material errors or
misstatements are not detected.
Tax nOtI(.:es are Issued timely; tax receipts Tax notices /. regelpts may not be made Tax filing due dates and payment dates are maintained and tracked. G1-2.1.1
are received timely. timely, resulting in lost revenues.
Appropriate personnel are certified and maintain those certifications. G1-3.1.1
Taxing is performed in accordance with Taxes may not be calculated or reported
current law and regulations. based upon current tax law and regulations. Appropriate personnel are advised of significant new tax law and regulation G1-312
issues. o
Property tax is properly calculated,
recorded and the appropriate amount of Assessment notices are reviewed to determine that the assessed tax follows
. - . Property taxes may not be properly stated. - G1-4.1.1
property tax is received and remitted to the statutory or regulatory guidelines.
correct jurisdiction.
Tax rates used for current and future tax Tax projections do not accuratelly rt.eﬂect Tax rates used for current and future tax calculations are reviewed for
. probable future revenues resulting in G1-5.1.1
calculations are reasonably correct. . - correctness.
inadequate use decisions.
Tax financial systems and records are Loss of tax data or unauthorized changes to Access to tax financial systems and records is appropriately restricted and is
the data, records or programs may occur . G1-6.1.1
properly safeguarded. reviewed at least annually by Management.
and go undetected.
Tax refunds are approved by an authorized individual. G1-7.1.1
The appropriate amount of tax is collected Tax refunds may be incorrect or processed
and recorded. without appropriate approval.
Adequate tax refund follow-up procedures are in place. G1-71.2

Standard List of Internal Controls (SLIC)



G2 - Operations

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number
Significant differences may not be identified
Year-over-year differences are accurately and could result in significant errors or Differences between current year actual (quantity and amount) and the prior
. I ) ; ; ) ) . G2-1.1.1
identified, understood and acted upon. changes not being discovered in a timely year accrual are identified and understood.
manner.
Tax payments may not be timely, accurate Payments are agreed to underlying documentation, are applied timely, and G2-2.1.1
Taxes are properly calculated, recorded and/or appropriately authorized. are approved appropriately.
and remitted.
Taxes may not be properly recorded. Significant recelvabl-es (tax payments) are reylewed to verify the correct tax G2-2.2.1
status and amounts; when needed follow up is made.
Taxes may not be properly recorded. Tax rate updates (use, property, etc.) are performed on a timely basis. G2-3.1.1
Taxes are properly calculated, recorded
and received. Taxes revenues may not meet statutory Tax calculations are reviewed to ensure accuracy and compliance with laws G2-3.2.1
requirements. and regulations. o
Penalties and Interest are applied as appropriate. G2-4.1.1
Collection of oyerdue / underpaid taxe§ is Collection of overdue / underpaid taxes is pursued. G2-4.1.2
sought; penalties and interest are applied Tax revenues may not be collected.
as appropriate. Penalties and interest waivers are only processed by authorized individuals;
. ) G2-4.1.3
all waivers are reviewed and approved by Management.
Only appropriate tax payments are Fraudulent / inadequate tax payments are Fraudulent / inadequate tax payments are not processed, but are referred to G2-5.1.1
processed. processed. Management for further action. o
Unclaimed refunds / overpayments are Unclaimed refunds / overpayments are not Unclaimed refunds / overpayments are returned to payers or escheated to
returned to payers nor escheated to the G2-6.1.1
returned to payers. the State.
State.
Only authorized manual payments and Unaythorlzed payments and adjustments All manual payments a-lnd adjustments are pre-approved by approprlate
. outside of County computer systems may levels of management; management regularly scans transactions to ensure G2-71.1
adjustments are made. . .
be made. only authorized manual adjustments have been made.
Asset valuations are not accurate. Asset v.aluatlons are reviewed for accuracy (reasonableness versus similar G2-8.1.1
properties).
Asset ve'lluatlons are accurate and gpdate Asset-valluatlons are not updated timely, Asset valuations are updated on periodic basis. G2-8.2.1
appropriately; the appeals process is resulting in lost revenue.
properly administered. Asset valuations appeal process is not . . . .
. . L The asset valuations appeal process is monitored and reports are issued to
appropriately administered resulting in lost G2-8.3.1
: ; i County Management and the Board.
revenue, taxpayer dissatisfaction.

Standard List of Internal Controls (SLIC)



G3 - Tax Accounting

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number
. New accounting, reporting, tax law and
Tax recording adheres to US GAAP/GAAS ; . . s . A . o
. . . regulation changes may not be identified Significant new accounting and reporting issues are identified and
and is in compliance with U.S., State and . . . . . G3-1.1.1
. and reflected appropriately or timely in the documented as to impact on the tax provision.
County tax laws and regulations. . -
income provision.
Tax related balances may be over / The adequacy of tax balances are reviewed by Management and G3-2.1.1
understated. adjustments are made as necessary. o
Tax expense, assets and liabilities are Errors may exist, resulting in inaccurate The tax impacts for significant nonrecurring transactions are properly G3-2.2.1
accurately calculated and appropriately financial reporting. reflected in accruals and fund balances. -
presented in the financial statements.
Tax payments may not be timely, accurate Payments are agreed to underlying documentation, disbursed timely and are G3-2.3.1
and/or appropriately authorized. appropriately approved. o
I?roperty tax notices may not be |s§ued Payments are reconciled from property tax compliance software and the
timely, accurately and / or appropriately . G3-3.1.1
. accounting system.
authorized.
Tax entries are properly authorized and posted correctly to general ledger G3-3.2.1
and tax accounts. e
Property tax is properly calculated, Tax balances are recorded according to generally accepted governmental 63.3.2.2
recorded and the appropriate amount of accounting principles. 332,
property tax is collected and remitted to the
correct jurisdiction. Financial statements are misstated due to ) o L
classification and / or entry errors. Tax-related figures used for public dissemination have been agreed. G3-3.2.3
Required (monthly) reconciliation of tax accounts is performed. G3-3.2.4
Fees and revenues are transferred to the appropriate funds as required. G3-3.2.5

Standard List of Internal Controls (SLIC)



H - Financial Management

H1 - Cash and Debt Management

Control Number

What (Objective)

Financing (cash, etc.) strategies are

Why (Risk or Exposure)

The County's financing strategies may not

How (Applicable Controls)

There is a review of strategies for cash, investment and debt management to

- L be optimized, based on the current market ensure activities are optimized in accordance with County goals and market H1-1.1.1
optimized to meet County objectives. " -
conditions. conditions.
' N o Bank Account opening and closing is approved by authorized persons within H1-2.1.1
Banking activity authorizations may not be County Finance. o
updated and changes may not be
communicated to the banks, resulting in Banking authorizations / official signatures are updated when personnel
misappropriation of County funds. change and the list is reviewed, approved and communicated to the banks in H1-2.1.2
a timely manner.
All County bank accounts are established
and operated by County Finance. Access to banking systems and records is appropriately restricted and the H1-22 1
Individuals may improperly process list of authorized individuals is reviewed, at least annually, by management . e
transactions and/or may be unaware of
County policy, resulting in inaccurate
financial reporting. Updated, written procedures are maintained to document administration and H1-2.22
accounting of all banking activities and cash transactions. -
Movements of funds complies with the Coun.ty fur!ds may be diverted fraudulently Adequate segrggation of duties exists. among t.he individuals: 1) approving
\ ) and financial statements may not correctly movements / disbursements of funds; 2) initiating the movements / H1-3.1.1
County's Cash Management Policy. e . " . . .
reflect the County's financial position. disbursements; and 3) releasing the funds.
Fund transfers may be made without
receiving proper authorization and Daily bank debit advice for all transfer of funds / disbursements are reviewed H1-4.1 1
approval, resulting in fraudulent banking timely and discrepancies are investigated and resolved. o
Funds are disbursed to the correct payee, activities.
in the correct account, at the correct time
and in the requested currency after _ . Independent verification is obtained before all fund transfers / disbursements H1-4.2 1
receiving proper authorizations and Funds may not be delivered appropriately; to third parties are executed via the bank. -
approvals. !.e., |ncorr§ct payee,.lncprrect accoupt or
incorrect F'me’ resultlng in recovery risk for In the event of an emergency, procedures and policies are in place to ensure
funds or financial property. that cash can be transferred between bank accounts. H1-4.2.2
Stop payments required on checks or Electronic Funds Transfers (EFTs) are
Controls are in place to ensure Disbursements may be unauthorized, transacted in accordance with County policy and procedures, and Bank H1-5.1.1
disbursements are properly approved, that recorded for the wrong amount, recorded in instructions.
adequate supporting documentation exists the wrong period, or made for goods and
and that payment is accurately recorded. services not received. All requests for wire transfers are properly approved by the department H1-5.1 2

before being processed.

Standard List of Internal Controls (SLIC)




H - Financial Management

H1 - Cash and Debt Management

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number
The ability to generate manual payments is restricted. H;:_;;iu&
. _ Manual disbursement activity is monitored and controlled by management to H1-6.1.2 &
Only properly authorized personnel can Inappropriate manual payments may be ensure there is proper cost authority approval and adequate supporting 5.2 1.2
generate manual payments. generated without authorization. documentation. el
Blank checks, printed checks and check-stock are safeguarded from
destruction or unauthorized use. Signature plates, where used, are H1-6.1.3 &
safeguarded. All checks are issued numerically and accounted for on a B5-2.1.3
periodic basis.
Escheatment payments are made timely Untlmgly .and mcomplete. report!ng may
. result in fines and penalties. Failure to . L
and appropriately to the state and are . . . There is a mechanism in place to ensure that escheatment payments are
L . . pursue check cashing by third parties may L ! . . H1-7.1.1
minimized in accordance with County . . S minimized and are filed timely with the state.
olic result in loss of relationship with customers,
policy. vendors and employees.
Inaccurate, untimely, or unavailable
Cash balances are forecasted to ensure . . : . . . .
- . ; information regarding cash inflows and Cash balances are forecasted on a daily basis using the most current
sufficient cash is available to meet County g . . ) . H1-8.1.1
L outflows may result in failure to optimize the available information.
obligations.
use of County funds.
Unauthorized transactions may be
processed a.nd rgmaln un('jet'ected which Bank accounts are reconciled to the general ledger monthly. H1-9.1.1
could result in misappropriation or
The cash balance shown in the balance temporary diversion of assets.
sheet is reconciled to bank balance
monthly. The c.ash. bglance may .be |ngccurate,. All cash receipts and disbursements are promptly recorded in the general
resulting in inaccurate financial reporting or . . S
. ledger when received or disbursed and a reconciliation is made at an H1-9.2.1
fraud, which may not be detected or . .
. . appropriate frequency of all cash transactions to the general ledger.
resolved in a timely manner.
Cash accounting systems and records are Loss or unauthorized changes could go Access to cash accounting systems and data is appropriately restricted and H1-10.1.1

appropriately safeguarded.

undetected.

is reviewed at least annually by management.

Standard List of Internal Controls (SLIC)




H - Financial Management

H1 - Cash and Debt Management

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number
Commercial paper transactions are executed only by authorized individuals. H1-11.1.1
C ial thorizati t . L
bgrl]:e;?)teijcpl)atopgssa r:: d ;:Zir:zzz;ar)r/lgo Commercial paper official signatures are updated when personnel change
not be notified to banks rgsulting in y and the list is reviewed, approved and communicated to the banks in a timely H1-11.1.2
misappropriation of County funds. manner.
Executed commercial paper activity is compared to daily requirements and H1-11.13
Commercial paper is accurately recorded any unreconciled items are investigated and resolved promptly. o
and reported in the financial statements.
Commercial paper transactions are input into the Treasury management
system by a person independent from the person who electronically matches
. H1-11.2.1
and approves the transactions between Treasury management system and
Commercial paper may be inaccurately the clearing bank before cash transfers.
recorded in the financial statements.
Commercial paper transactions, including principal and interest, are
reviewed to ensure postings to general ledger accounts are correct and H1-11.2.2
appropriate.
Investments may be in violation of County Investment objectives are met in accordance with the County investment
policy or external regulations, resulting in policy and all individuals responsible for such transactions are aware of H1-12.1.1
excessive risks, penalties or losses. prohibited investment transactions.
::r:)\ijenst:ar?e:rttsier;:\);ngzniasieeil gzz;zprzl:vgg Risk assessments are performed to monitor and develop approved H1-12.2.1
concent?ated inappropriatelyp y investment limits with financial institutions. o
Financial instruments comply with the réelsct)meeer;tsrr::jtit:je %aifszy urr;at:itggcr)l:i? Investment official signatures are updated when personnel change and the
County investment policy. CoSnty fun;js and/o? non-conﬁpliarr)]ce with list is reviewed, approved and communicated to the financial institutions in a H1-12.3.1
v . P timely manner.
County investment policies.
Investment is done in accordance with County policy and the investment
position is reviewed regularly to ensure compliance with investment H1-12.4.1
Instruments may not be held until maturity, guidelines.
resulting in unanticipated gain/loss.
Requests to redeem investments before their scheduled maturity date must H1-12.4.2

be appropriately authorized.

Standard List of Internal Controls (SLIC)




H - Financial Management

H1 - Cash and Debt Management

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number
Short term investments, including interest on investments, are reviewed to H1-12 5.1
Investments, including interest on ensure postings to general ledger accounts are correct and appropriate.
investments, may not be correctly valued,
Financial instruments comply with the or recorded in the financial statements The accounting treatment of financial instrument types is reviewed with
County investment policy. Finance Department management prior to set up in the Treasury H1-12.5.2
management system.
Inyestment .documents may be Stock certificates are obtained and physically safeguarded. H1-12.6.1
misappropriated, lost, or destroyed.
Incorrect settlement of an investment
Settlements are disbursed to the correct transaction may occur; such as wrong All settlements are confirmed before auctioning. Any deviations from
payee, in the correct account, at the correct amount, wrong counterparty etc., resulting standard procedures are reviewed to ensure appropriateness and H1-13.1.1
time, and in the requested currency. in failure to optimize investment and/or correctness.
misappropriation of County funds.
Investment systems and records are Loss or unauthorized changes may go Access to investment systems and records is appropriately restricted and is H1-14.1.1
appropriately safeguarded. undetected. reviewed, at least annually, by management. o
Adequate segregation of duties exist Lmell;:: Ofrze?;?:glg?;sfstge;;iﬁrr:ti ultin
among the authorization, custody of assets, . p.p P . - e Adequate segregation of duties is maintained as documented in the SOD
financial reporting, errors or irregularities, H1-15.1.1

recording of transactions, and
reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




H - Financial Management

H1 - Cash and Debt Management

Control Number

What (Objective)

Why (Risk or Exposure)

Failure to establish or maintain appropriate
relationship with financing sources may

How (Applicable Controls)

Relationships are established with financing sources before financing is

s Lo needed. Proper and current relationships are maintained to facilitate access H1-16.1.1
result in failure to optimize investment .
. to cash as the need arises.
strategies.
Debt financing is approved by authorized persons within the County. H1-16.2.1
Debt financing official signatures are updated when personnel change and
the list is reviewed, approved and communicated to the financial institutions H1-16.2.2
in a timely manner.
Debt instruments are entered into the Treasury management system and H1-16.2.3
Debt financing is approved, recorded and input is verified with term sheets. -
reported in the financial statements.
Debt financing transaction may not be Rates and rate resets, where applicable, are input into the Treasury H1-16.2.4
properly authorized, approved, and/or management system promptly. -
recorded in the financial statements.
Changes in debt instruments (partial repayments, extension of maturities,
change of terms, and drawdown) are input into the Treasury management H1-16.2.5
system.
Settlements of principal and interest are verified with the Treasury
. H1-16.2.6
management system and with bank / trustee before payment.
Debt transactions, including principal and interest, are reviewed to ensure H1-16.2.7
postings to general ledger accounts are correct and appropriate. o
. Debt covenants may be violated and
Debt covenants are monitored and adhered A - I . " . .
. . . unresolved, resulting in financial risk of On a periodic basis Management verifies that external debt is in compliance
to and financial statement disclosures are . . . . . : H1-17.1.1
accurate penalty and non-compliance with County with the covenants contained in loan documentation.
' policy.
. ) Monthly debt report is provided to Senior management; actions to be taken H1-18.1.1
Debt is managed in accordance with Information may be unavailable to forecast are recorded.
L debt requirements, resulting in improper
County objectives. debt t
ebt management. Payment due dates are routinely monitored. H1-18.1.2

Standard List of Internal Controls (SLIC)




H1 - Cash and Debt Management

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number
Debt management systems and records are Loss or unauthorized changes may not be Access to debt management systems and records is appropriately restricted H1-19.1.1
appropriately safeguarded. detected. and is reviewed, at least annually, by management. o
Escrowed funds are reviewed periodically Escrowed funds are reviewed monthly and cleared per County policies. An
Escrowed funds are used for other - . - )
(at least annually) and cleared as periodic review for escheatment is performed and documented semi- H1-20.1.1
- : purposes or stolen.
appropriate (may include escheatment). annually.
Adequate segregation of duties exist hf:g: Ofrze?iz?:r?g?;sfsil::e;ranciﬁrrstse ultin
among the authorization, custody of assets, pprop } - e Adequate segregation of duties is maintained as documented in the SOD
financial reporting, errors or irregularities, H1-21.1.1

recording of transactions, and
reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




H - Financial Management

H2 - Financial Risk Management

Control Number

What (Objective)

Why (Risk or Exposure)

Agreements may not be compliant with the
derivative policy and unauthorized hedging

How (Applicable Controls)

All currency and commodity risk management programs (including hedge
strategies, derivative tools, accounting treatment) are approved by the

2%:’:3:rm:t)ilvt::zEéaﬁi;;?;?lt;g(ﬂ;taang County Management and reviewed by Finance / Treasury prior to H2-1.1.1
on eamings P P implementation.
/c;\g:i?/z?vzntimaya:zt::aict)g F;II'ZZT; rvlvétcl; til;e Management is made aware of what Embedded Financial Derivatives,
L policy ed hedging Leases, Guarantees and Variable Interest Entities (VIEs) are and how to
activities may take place, resulting in stand . . . ) . A . H2-1.2.1
alone derivatives and unanticipated impact identify them prior to execution. Relevant information is communicated
on earnings appropriately.
Derivative authorizations may not be
The use of Financial Derivatives is updated and financial institutions may not Derivatives are approved by authorized by Finance prior to entering the H2-1 3.1
. . . be notified of changes. This may result in contracts or financial instrument. o
approved and is in compliance with the . o
) S . the misappropriation of County funds.
County's derivative policy.
Ee(;gtzt (Iivznadu;%:.;zcail:r)izsstri?i?o::trzz not Derivative authorizations/official signatures are updated when personnel
bg notified of changes. This may reSL}.Illt in change and the list is reviewed and communicated to the financial H2-1.4.1
the misappropriation of County funds. institutions in a timely manner.
Derivative authorizations may not be
updated and financial institutions may not Derivatives are promptly entered into the Treasury management systems H2-1 5.1
be notified of changes. This may result in and input is verified with a term sheet. o
the misappropriation of County funds.
s:tgzliiinn;\i};ut;(? :rerizseer:efrc:trsfallure to There is a mechanism to monitor pending settlement dates. H2-1.6.1
E:?r?z:cﬁzgﬂggvﬁg:giﬁ;:n ;‘:r): dr::zjs Written policies/procedures identify required hedge accounting procedures
(e.9., FAS No.133) and/or the re?ationshi and documentation, including contemporaneous hedge documentation, H2-2 1.1
bétg\]/s'/’een finan.cial derivative and exposurz effectiveness testing, and assignment of specific hedge asset/liability to o
Foreign Excha'nge or Qommodity derivative becomes ineffective, resulting in loss. exposures.
and exposure is effective, correctly valued,
and properly disclosed / presented.
Derivative instruments' valuation and hedge Configuration, interfaces, models, spreadsheets, formulas and market data
effectiveness may be incorrectly calculated, for any applicable systems and/or programs used to transact and value H2-2 2.1

resulting in inaccurate financial reporting.

derivative activity is designed, implemented, maintained and reviewed for
accuracy.

Standard List of Internal Controls (SLIC)




H - Financial Management

H2 - Financial Risk Management

Control Number

What (Objective)

Highly complex accounting related to

Why (Risk or Exposure)

Financial statements and/or disclosures

How (Applicable Controls)

Sufficient Derivatives accounting expertise is in place or available to those
responsible for managing / implementing derivative and hedging programs in

derivatives and hedging instruments is may be materially misstated if this L . . . H2-3.1.1
. g the form of 1) up-front technical implementation guidance and 2) ongoing
properly performed, recorded and reported. accounting work is not performed correctly. . Y
execution monitoring.
o o Derivative valuations are accurate and agree to supporting documentation. H2-4.1.1
Derivatives and hedging instruments are
ded ly in the fi ial L . . o . .
recorde pr.op.ery In the Tinancia Derivative valuation may be incorrectly Any modification to derivative contracts are appropriately authorized by
statements; disclosures for external H2-4.1.2
. . . calculated. management.
financial reporting are accurate and
complete. Derivative and hedging instruments are reviewed to ensure postings to H24.1.3
general ledger accounts are correct and appropriate. o
. Unauthorized trades or changes to systems Access to hedge execution systems, broker accounts and records is
Hedging systems, broker accounts and . e . . . . .
and records may result in material financial appropriately restricted and is reviewed by Management, at least annually, H2-5.1.1
records are properly safeguarded. . )
exposure. and communicated to counterparties.
Adequate segregation of duties exist rl;:lgla( Ofrze?;?:ntlg?:;Silize;;iirr:tz ultin
among the authorization, custody of assets, nisapprop . - e Adequate segregation of duties is maintained as documented in the SOD
. . financial reporting, errors or irregularities, . . H2-6.1.1
recording of transactions, and . matrix; contact Internal Audit.
s and/or improper and undetected use of
reconciliation. P
funds or modification of data.
Incorregt guarantee dogumentatlon, . Approved financing and other supporting documentation are on file for each
processing, and execution may result in H2-7.1.1
. ) . . Guarantee or Guarantee program.
inaccurate financial reporting.
- Guarantees are reconciled quarterly with bank confirmations for limits,
Lack of knowledge of beneficiary's default amounts utilized and default status, either from lending institutions or H2-7.2.1
. . . on guaranteed loans may result in beneficiaries, to ensure record accuracy.
Financial guarantee transactions and unaccounted debt / liability and related
related costs are properly documented, interest expense. There is a mechanism in place to ensure that all guarantees are identified
recorded, updated and reconciled in a and then entered into the database. H2-7.2.2
timely manner to ensure accurate financial
reporting. All financial guarantees are valued and reviewed quarterly in accordance H2-7 3 1
with accounting guidelines. e
G t t b tely valued
. uarantees may. notobe acgura © y vg ue There is a documented process to ensure that banks provide notification in
in accordance with accounting guidelines H2-7.3.2
the event of a guarantee default.
(e.g., FIN 45).
There is a feedback mechanism to limit guarantees issuances in the event of H2-7 3.3

a default.

Standard List of Internal Controls (SLIC)




H2 - Financial Risk Management

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number
Financial guarantee systems and records Loss or unauthorized changes may not be Access to guarantee systems and records is appropriately restricted and is H2-8.1.1
are appropriately safeguarded. detected. reviewed by management at least annually. o
Adequate segregation of duties exist hﬁga( Ofrie?;?;??;?;sfsitge;:ciﬁrrstse ult in
among the authorization, custody of assets, pprop . - e Adequate segregation of duties is maintained as documented in the SOD
financial reporting, errors or irregularities, H2-9.1.1

recording of transactions, and
reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




| - Risk Management

1 - Risk Management

Control Number

What (Objective)

Senior Management and the Board of

Why (Risk or Exposure)

Senior management is unaware of potential

How (Applicable Controls)

County Management receives periodic updates of Risk Management

Commissioners are made aware of risks and unable to take preventative activities. This updates includes new risks identified, ongoing risk mitigation 11-1.1.1
significant risks. actions to manage the risk. activities and recent incidents.
Unknown risks develop and more costly /
A periodic risk assessment is performed. less effective efforts are required to mitigate An annual risk assessment is performed for all County Departments. 11-2.1.1
the risk when discovered.
Risks are ranked and categorized; higher Smaller risks are worked on while larger L . . .
ranked risks are addressed first. risks are left unaddressed. A periodic (at least annual) risk evaluation and ranking are performed. 11-3.1.1
Risk Management personnel attend appropriate conferences, webinars and
Risks remain unknown and unaddressed. other training opportunities to identify new risks. Benchmarking and other 11-4.1.1
New risks are identified and tested. R.ISK "ab"'F'es may not t,)e gdquately activities are also performed.
disclosed in the County's financial
statements. When appropriate, reserves are established and funded. 11-4.1.2
Risks are monitored and mitigation Identified risks are noted, monitored and specific actions are planned to 1-5.1.1
activities are performed to reduce risk Risks are not addressed and mitigation mitigate risks.
(resE"ta”t changes in risk scores are efforts are not performed. Risk mitigation activities are performed and results calculated and shared 1-5.1.2
monitored). with management. o
The knowledge of risk management is Increased risks exist because b.asu.: risk The Risk Management Group proactively seeks out opportunities to educate
o management knowledge and principles are . . s e . 11-6.1.1
promoted throughout the organization. unknown County employees and related parties about identifying and mitigation risks.
Information in County systems is reviewed at least annually to ensure 1-7 1.1
Insurance systems and records are Loss or unauthorized changes may not be completeness and accuracy.
complete and accurate. detected. County information in third-party systems is reviewed at least annually to 1-71.2
ensure completeness and accuracy. o
Insurance systems and records are Loss or unauthorized changes may not be Access to insurance systems and records is appropriately restricted and is 11-8.1.1
appropriately safeguarded. detected. reviewed by management at least annually. o
Adequate segregation of duties exist ;e:;:la( Ofrze?i';?:r:lz?;sfsc:alize;g:;?llj::tz ultin
among the authorization, custody of assets, . p.p P . - e Adequate segregation of duties is maintained as documented in the SOD
financial reporting, errors or irregularities, 11-9.1.1

recording of transactions, and
reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




| - Risk Management

I12 - Insurance Management

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

The Risk Management Group reviews County policies for adequacy of

12-1.11
coverage.
Insurance coverage is adequate for County The County does not have adequate The Risk Management Group reviews contracts and other legally binding 12-1.1.2
purposes. coverage to cover risks. documents to ensure County risks are adequately mitigated. o
County risks are adequately covered in the event of a catastrophic incident. 12-1.1.3
Insurance policies and premlyms are - County insurance costs are greater than Periodically (at least annually), insurance policies and premiums are
managed to reduce costs while maintaining . . . . 12-2.1.1
required. reviewed for cost versus coverage considerations.
adequate coverage.
Insurance policies and premiums are The County fails to meet performance At least annually insurance policies are reviewed for performance
managed to understand and meet County requirements, incurring greater than requirements; the County's performance against those requirements are 12-3.1.1
performance requirements. required costs and/or dropped coverage. evaluated.
Insurance policies and premiums are The third-party insurance provider fails to
managed to understand and evaluate the meet performance requirements resulting in At least annually insurance provider performance requirements are reviewed 12-4.1 1
third-party insurance provider's insufficient coverage / greater exposure to and evaluated. o
performance requirements. risk for the County.
Insurance claims are reviewed and then approved for compensability. 12-5.1.1
Insurance claims (received and initiated) are monitored and proactively 12-5.1.2
. . Higher costs than required are incurred; managed -1
Insurance claims and cases are effectively : :
d there exists a greater exposure to costly
managed. legal action. Risk Management monitors and manages claims to facilitate employee's 12-5.1.3
return to work. o
Invoices reflect agreed upon contractual prices. 12-5.1.4
. . Claim reserves are not adequate to fund
Claim reserves are established and risk mitigation and potential payments Claim reserves are periodically reviewed to determine their adequacy to fund
monitored for adequacy against potential 9 P pay ’ P Y quacy 12-6.1.1

risk mitigation and payments.

Liabilities are not fully recognized in
financial reports and statements.

risk mitigation and potential payments.

Standard List of Internal Controls (SLIC)




J - Finance

J1 - Accounting Policy

Control Number

What (Objective)

Why (Risk or Exposure)

The chart of accounts may not be updated

How (Applicable Controls)

New accounting principles/business reporting requirements are

. . i J1-1.11
The chart of accounts is designed to meet for changes in accounting principles or communicated to and processed within accounting systems.
business / function financial reporting and current business and financial reporting The chart of account elements are reviewed periodically, at least annually, 1112
financial consolidation requirements, and is |~ féauirements. and then approved by Finance Management. o
periodically reviewed and updated. - - - . -
Active accounts may not be included in the Account classification and coding systems are adequate to allow for 1121
chart of accounts structure. accurate and consistent financial statement classification. o
A complete and current chart of accounts is Invalid and/or wrona accounts mav be used
defined in the County's accounting systems to record accounting entries and y System logic in the County accounting systems enforces the use of valid J1-211
and system logic enforces the use of valid transactions o accounts for all accounting entries. o
accounts for all accounting entries. ’
A complete and current chart of accounts is defined in the County's
accounting systems and system logic enforces the use of valid accounts for J1-3.1.1
The chart of accounts is complete and The chart of accounts may not be all accounting entries.
maintained completely and/or accurately,
accurate. which may affect transactional postings. Account additions, deletions and changes to account master data are
appropriately reviewed, approved, and set up in the County's accounting J1-3.1.2
systems (including mapping tables).
. Financial accounting and reporting
Shnalﬁ ag:;sp:::tshﬁte;sf 2;i::;?st(()emake structures may be intentionally or The ability to maintain the chart of accounts is restricted to appropriate users J1-4.11
ma gin accounts and elements) 9 unintentionally and inappropriately changed and the list of users is reviewed and approved annually. o
ppIng. ’ by users.
New accounting developments are monitored and applicability to the County
is determined; policies and procedures for implementation of new accounting J1-5.1.1
standards are defined, documented, communicated and adhered to.
Financial Statements (or sub-components
External reporting adheres to ngeral, State|  thereof) may be prepared apd published Accounting policies and procedures are written, kept current to facilitate
and local governmental accounting and not be in compliance with Federal, ) . .
. compliance with Federal, State and local governmental requirements, and J1-5.1.2
standards. State and local governmental accounting ) . . .
are consistently applied and enforced; any exceptions are documented.
standards.
Sufficient accounting expertise is in place for consulting and guidance
regarding the necessity for reporting and compliance with Federal, State and J1-5.1.3
local governmental accounting standards and requirements.
ﬁiﬁ:gﬁ] rla(tjeatc; Oggmsgéatéi?stssu?oﬁo;[ Sufficient documentation (evidence) may Appropriate support documentation, including data sources, exists and is
9 ’ not exist to justify accounting transactions maintained for all transactions, statements, reports, footnotes and J1-6.1.1

transactions, statements, reports, footnotes
and disclosures.

and financial reports.

disclosures.

Standard List of Internal Controls (SLIC)




J - Finance
J1 - Accounting Policy

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number
Per County policy, including appropriate threshold amounts, entries are
made to record liabilities for materials / services received for which invoices -7
have not yet been received by the County or processed by Accounts Payable| o
(“received not billed”).
Costs are appropriately established, .
calculated and recorded in accordance with .Co.StS may be .|ncorrectly sta.t ed and result Costs are reviewed to ensure they are classified correctly (e.g., period
. in inaccurate financial reporting. . . ; J1-7.1.2
County policy. expense, cost or capital, etc.) and recorded in the proper period.
Management reviews cost variances between actual costs and estimates,
. S : ) ) J1-7.1.3
outlooks, or history. Significant variances are investigated and resolved.

Standard List of Internal Controls (SLIC)



J - Finance

J2 - Accounting / Monthly Closing Process

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number
Procedures, including closing schedules, are issued and monitored to
. . J2-1.141
ensure proper cut-off at monthly, quarterly, and annual closing periods.
Closing activities, procedures and Abtrﬁo.tr.mal and/or ulr;ellut.horized ;;Iofs.ing il
authorizations are properly established. ac |v:-t|es rr:jag/ rlesu n mlladcctl'Jra € financia Internal time lines are developed and well-communicated in advance of each
Accounting records are closed timely, reports and defay consolidation. end of reporting period (month-end, quarter-end and year-end) to ensure 12112
accurately and prior period posting is financial reporting deadlines are met. The process of preparation and o
prevented. submission is monitored by management.
Posting to prior periods may impact the . . . . . .
. . ) . Posting to closed and/or prior periods is restricted and monitored. J2-1.2.1
integrity of the financial statements.
Journal entries are properly documented, reviewed, and authorized. J2-2.1.1
Spreadsheets used to calculate journal entries are reviewed in accordance
: . J2-2.1.2
with County policy.
Financial records of the County are updated Duplicate, unauthorized, or incorrect journal
based on properly authorized entries. entries may be posted. The accounting system does not allow for duplicate journal entry numbers
: . . J2-2.1.3
and uses sequential numbering format and captures the date/time/user ID.
System does not permit posting of an unbalanced journal entry. J2-2.1.4
Access to 'post and gpprove journal entries An individual may post entries to fictitious or| System access and ability to post entries is appropriately restricted. J2-31.1
is appropriately restricted. improper accounts.
During the closing process, account A journal entry may be omitted or important Appropriate documents (e.g. trial balances, ledger output, transaction
balances accurately and completely reflect monthly closing step(s) may be missed, listings, etc.) reflecting recording of transactions are reviewed before closing J2-4.11
the underlying transactions. resulting in inaccurate financial reporting. is final to ensure entries have been properly recorded.
Finance, working with each Department ensures all obligations (actual and
contingent) have been identified, properly evaluated, and correctly recorded J2-5.1.1
in the financial statements.
All liabilities have been identified and
accrued completely, accurately and in Obligations may exist that are not recorded, R blished i q ith C i J2-5.1.2
compliance with GAAP/GAS and County resulting in inaccurate financial reporting. eserve accounts are established in accordance with County policy. -5.1.
policy.
Encumbrances for purchases are established; month-end / year-end J2-513

encumbrance / rollover procedures are followed. See B2-3.1.1.

Standard List of Internal Controls (SLIC)




J - Finance

J2 - Accounting / Monthly Closing Process

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Property, plant and equipment (PP&E), intangibles and investments are

reviewed / tested for impairment per the applicable accounting rules and J2-6.1.1
All long-lived assets are verified for Fair value declines may not be properly guidelines for each asset category.
existence and properly valued. identified, valued, and recorded.
Other long-term assets, e.g., long-term accounts and notes receivable,
advances, deposits, etc., are monitored and reviewed to ensure continuing J2-6.1.2
existence, viability, and correct valuation.
Sub-reporting systems (e.g., spreadsheets) are tied to the accounting
systems and are reviewed during and after the closing process; differences J2-7.11
are reconciled and documented.
Legal entity financial data submitted to Errors could be missed. resulting in Bal h di f ] | rf P
corporate is balanced and reconciled with o eurato fitancial o ’ortin g ellancef.s <|=Te.t anf. |ncqn1|e statem/ent uctuation 3na yse§ a.rft.e performe 12712
legal entity accounting systems. p 9. prior to. ina |2|ng |nanf:|a reports / statements and any significant -7.1.
fluctuations are investigated and resolved.
Any differences across all financial statements are validated for J2-713
completeness and correctness. o
General ledger account reconciliations are performed in accordance with the
County's account reconciliation policy. All unreconciled account balance J2-8.1.1
General ledger account balances are Failure to reconcile accounts may lead to information is collected each quarter.
correct. inaccurate financial reporting.
Remediation plans for out of balances $30,000 or greater are monitored to J2-8.1.2
ensure remediation occurs according to plan. o
Disclosures for financial reporting are Transactions may not be properly
reviewed by management for completeness approved, monitored, or recorded and may Disclosures for financial reporting are reviewed by management for J2-9.1 1

and accuracy and agree to supporting
documentation.

result in inaccurate external financial
reporting.

completeness and accuracy and agree to supporting documentation.

Standard List of Internal Controls (SLIC)




J - Finance

J3 - Specific Accounting Practices

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Intercounty imbalances are reviewed to ensure correct financial statement

PR J3-1.11
. classification.
Intercounty (e.g., tourism, school board)
t ti t-of-bal Int t t: t be in bal . . o . .
ransaction out-o-balances are niercounty accounts may not be In ba ance All intercounty transactions are reconciled in accordance with County policy. J3-1.1.2
appropriately classified on the balance and result in inaccurate financial reporting.
sheet.
Out-of-balances between all intercounty transactions are investigated
) ) J3-1.1.3
monthly to determine root cause and fix problems.
Intercounty payments / settlements are Lack. of settlemgnt of |'ntercounty payables / Intercounty aging reports are reviewed monthly to ensure all past due invoice|
. receivables within defined payment terms . L L J3-2.1.1
made accurately and timely. L ) : disputes are resolved and invoices are paid timely.
may result in incorrect financial reports.
. ) . Financial statements and/or disclosures
Highly complex accounting and actuarial . . A - . . L .
; . may be materially misstated if this Sufficient actuarial and accounting expertise is in place for the execution and
work related to pensions and OPEBS is . . . . . ; . J3-3.1.1
accounting and actuarial work is not accounting for pension and OPEB related transactions and disclosures.
properly performed, recorded and reported.
performed correctly.
Plan participant data is reconciled and reviewed for reasonableness and J3-4.11
consistency. o
Actuarial assumptions for measuring pension obligations are selected
. . . J3-4.1.2
according to actuarial standards, reviewed and approved by management.
|I':eothir:Z:;aedr:issclcc’)fs;re I]Ez;sle;n:g;lrjr:%its Benefit obligation and expense may not be Benefi.tbol:c)jligations.are calcula.ted using thc;a actu;ri?I cost mgthod, 13413
q pp g properly calculated and reported. prescribed in penS|on.af:f:ount|ng §tan ar s, and plan p.FOVISIor.TS, -4.1.
standards. amendments, and activities effective during the measuring period.
Significant events are monitored throughout the year and plan expense and
. . . J3-4.1.4
disclosures are adjusted as necessitated by these events.
Calculations to develop benefit obligation, pension expense and disclosure
are reviewed annually and when remeasurement occurs in accordance with J3-4.1.5
applicable accounting standards
Treasury and controllership reviews quarterly that the total County pension
and OPEBS footnote meets the requirements of applicable accounting J3-5.1.1
Disclosure for pension and OPEBS meets Pension and OPEBS footnote disclosure standards.
requirements of applicable accounting may not meet the requirements of
standards. applicable accounting standards. Actuarial certifications of the results of the calculations are made for pension
and OPEBS to demonstrate that valuation by internal staff have been J3-5.1.2

performed in accordance with the actuarial standards.

Standard List of Internal Controls (SLIC)




J - Finance

J3 - Specific Accounting Practices

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

OPEBs demographic data is reconciled and reviewed for reasonableness

. J3-6.1.1
and consistency.
Actuarial assumptions are reviewed and agreed by management. J3-6.1.2
Baseline claim matrix is developed according to standard actuarial
J3-6.1.3
N . procedures and methodology.
Accrued liabilities and earnings charges
related to post retirement benefits other Benefit obligations and earnings charges Benefit obligations are calculated accurately based on applicable accounting J36.1.4
than pension (OPEBS) are calculated . standards.
. . . may not be calculated appropriately.
correctly and in accordance with accounting
standards. Benefit obligations are compared with prior year results and any adjustments 13615
made for general consistency and reasonableness are documented. o
Significant events are monitored throughout the year, and disclosure and J3-6.16
expense are adjusted if necessary. o
Plan disclosure and benefit expense are calculated and reviewed in
. . . J3-6.1.7
accordance with applicable accounting standards.
Actuarial assumptions used in developing benefit obligation and expense are
. . in accordance with applicable accounting standards, and are reviewed and J3-7.1.1
Accrued liabilities and earnings charges aporoved by management
related to post employment benefits are Benefit obligations and earnings charges PP Y 9 ’
calculated correctly and in accordance with may not be calculated appropriately.
. 4 y pprop 4 Benefit obligations and expense are calculated in accordance with
applicable accounting standards. ; . . . ,
applicable accounting standards. Results are compared with prior year's for J3-7.1.2
reasonableness and consistency.
"Incurred but not reported” (IBNR) reserve is calculated according to
rler;c;ur:,r:?ot:lg ani(r)T: Sr?r?;:':(rasd (LingtC::”gft y Reserve levels may be inappropriate and stgndard Iac'ftuarlal proci?ures anddmethqdflogy. Results are compared with J3-8.1.1
. . s P result in inaccurate reporting of earnings prioryears for reasonableness and consistency.
for active employees is sufficient and and liabilit
adequate. v . - . .
The reserve balance is periodically reviewed versus actual claims expense J3-8.1.2

to determine adequacy.

Standard List of Internal Controls (SLIC)




J - Finance

J3 - Specific Accounting Practices

Control Number

What (Objective)

Why (Risk or Exposure)

Funding for future period commitments

How (Applicable Controls)

Approval is initiated by a request submitted to Finance to carry forward
encumbered funds. Each request must be documented and justified by each
department based on all outstanding encumbrances reported at May 31 of
the fiscal year. The Finance Department will review the requests for carry-

Encumbrances ('rollovers') represent valid (payments) may not be reserved. forward encumbrances for approval and will forward recommendations for J3-9.11
anticipated (future periods) payment by the action to Purchasing and Budget. The approved carry-forward amount,
County; the encumbrance transaction adjusted to include any payments in process, will be recorded in the next
shows an outstanding commitment by the fiscal year.
County.
To bypass Budget processes, funds may be
encumbered to transfer them between No Control Exists; this is recognized and accepted as a risk. J3-9.1.2
current and future budget periods.
Finance / Accounting uses information provided by the actuaries to ensure
Plan assets, liabilities and accumulated Benefit Plan presentation on the balance proper entries are recorded and that benefit plan information is presented in J3-10.1.1
other comprehensive income are properly sheet may not be in accordance with the financial statements in accordance with applicable accounting standards.
displayed on the balance sheet. applicable accounting standards.
Financial statement presentation related to benefit plans is reviewed by J3-101.2
management. o
The County fails to comply with the North
Carolina Local Government Budget and
The Chief Financial Officer complies with Fiscal Control Act. . . . ) . . .
the North Carolina Local Government The Chief Financial Officer complies with the North Carolina Local J3-111.1

Budget and Fiscal Control Act.

County accounting and financial matters
may not be properly executed, recorded
and reported.

Government Budget and Fiscal Control Act.

Standard List of Internal Controls (SLIC)




J - Finance

J4 - Guarantees, Derivatives and Foreign Exchange

Control Number

What (Objective)

Management is aware of the use of any
embedded financial derivatives and/or

Why (Risk or Exposure)

Agreements may not be compliant with the
derivative policy and unauthorized hedging

How (Applicable Controls)

Management is made aware of any guarantees prior to execution. Relevant

. L activities may take place, resulting in stand . L . . J4-1.11
guarantees. Relevant information is . . information is communicated appropriately.
. . alone derivatives and unanticipated
communicated appropriately. . s
financial impacts.
Incorregt guarantee dogumentatlon, ) Approved financing / other supporting documentation are on file with Finance
processing, and execution may result in J4-2.1.1
: ) . . for each Guarantee or Guarantee program.
inaccurate financial reporting.
Written Guarantees are reconciled quarterly with bank confirmations for
Firatngial gijarantee tranlsadctions antdd Lack of knowledge of guaranteed loans Iimits,'a'mc')unts utilized and default status, either from lending institutions or J4-2.2.1
rela ed ZOS Sdarte (F;I'OPdeI'y OCl_Jlmdefl €d, o may result in unaccounted debt / liability beneficiaries, to ensure the record accuracy.
recor_e ’ l_Jp a.e and reconciled in centra and related interest expense.
repository in a timely manner to ensure There is a mechanism in place to ensure that all guarantees are identified
accurate financial reporting. and known by Finance. J4-2.2.2
All financial guarantees are valued and reviewed quarterly. J4-2.31
Guarantees may not be accurately valued.
There is a feedback mechanism to limit guarantees issuances in the event of J4-232
a default. e
Financial guarantee records are Loss or unauthorized changes may not be Access to guarantee records is appropriately restricted and is reviewed by J4-311
appropriately safeguarded. detected. management at least annually. o
Agreements may not be compliant with the All currency ar}d cpmmodity risk ma.nagement programs (including hgdge
derivative policy and unauthorized hedging strategies, derivative tools, accounting treatment) are approved by Finance J4-4.11
activities may take place, resulting in stand Management.
alone d(_arlvatlves and unanticipated impact Management is made aware of any derivatives prior to execution. Relevant J4-412
The use of Financial Derivatives is on earnings. information is communicated appropriately. e
approved and is in compliance with the
County's financial policies. Derivatives are approved by authorized individuals Finance and County J4-4.9 1
Derivative authorizations may not be Management. e
updated and financial institutions may not
be notified of changes. This may result in Derivative authorizations / official signatures are updated when personnel
the misappropriation of County funds. change and the list is reviewed and communicated to the financial J4-4.2.2
institutions in a timely manner.
Foreign Exchange or Commodity derivative Derivative instruments' valuation and hedge Conflgurathn, interfaces, models, spreadsheets, formulas and market data
. . . . for any applicable systems and/or programs used to transact and value
and exposure is effective, correctly valued, effectiveness may be incorrectly calculated, J4-5.1.1

and properly disclosed / presented.

resulting in inaccurate financial reporting.

derivative activity is designed, implemented, maintained and reviewed for
accuracy.

Standard List of Internal Controls (SLIC)




J - Finance

J4 - Guarantees, Derivatives and Foreign Exchange

Control Number

What (Objective)

Highly complex accounting related to

Why (Risk or Exposure)

Financial statements and/or disclosures

How (Applicable Controls)

Sufficient Derivatives accounting expertise is in place in Finance and is
provided to those responsible for managing/ implementing derivative and

derivatives and hedging instruments is may be materially misstated if this . . L . J4-6.1.1
. g hedging programs in the form of 1) up-front technical implementation
properly performed, recorded and reported. accounting work is not performed correctly. . . . o
guidance and 2) ongoing execution monitoring.
o o Derivative valuations are accurate and agree to supporting documentation. J4-7.11
Derivatives and hedging instruments are Derivative valuation may be incorrectly
recorded properly in the financial calculated. e o . .
statements: disclosures for external ,;m:] modr:lcr?ttmn to derivative contracts are appropriately authorized by J4-712
financial reporting are accurate and anagement.
complete. Material misstatements or errors may not Derivative and hedging instruments are reviewed to ensure postings to 14721
be detected. general ledger accounts are correct and appropriate. -
Published consolidated financial statements
Foreian currency and exchanges are may not be in compliance with accounting Foreign currency remeasurement and translation is performed monthly in
9 y 9 standards and may contain material errors accordance with County policy using correct published internal translation J4-8.1.1

accounted for.

relative to conversion from foreign
currencies to US dollars.

rates and such rates are reviewed for reasonableness.

Standard List of Internal Controls (SLIC)




J - Finance

J5 - Investments

Control Number

What (Objective)

Financing (cash, etc.) strategies are

Why (Risk or Exposure)

The County's financing strategies may not

How (Applicable Controls)

There is a review of strategies for cash, investment, and debt management,

. L be optimized, based on the current market to ensure activities are optimized in accordance with County goals and J5-1.1.1
optimized to meet County objectives. " . i
conditions and income may be lost. market conditions.
Investments may be in violation of County Investment objectives are met in accordance with the County investment
policy or external regulations, resulting in policy and all individuals responsible for such transactions are aware of J5-2.1.1
excessive risks, penalties or losses. prohibited investment transactions.
Investments.; may be m?de in non-approved Risk assessments are performed to monitor and develop approved
counterparties and/or risk exposure may be . . e e J5-2.21
. . investment limits with financial institutions.
concentrated inappropriately.
Investments may .be madg by unau'th(')rlzed Investment official signatures are updated when personnel change and the
employees, resulting in misappropriation of L . . ) e .
Financial instruments comply with the County funds and/or non-compliance with list is reviewed, approved and communicated to the financial institutions in a J5-2.3.1
County investment policy. County investment policies. timely manner.
Investment is done in accordance with County policy and the investment
position is reviewed regularly to ensure compliance with investment J5-2.4.1
Instruments may not be held until maturity, guidelines.
resulting in unanticipated gains / losses.
Requests to redeem investments before their scheduled maturity date must
. . . J5-2.4.2
be authorized by the Director of Finance.
!nvestments, including interest on Short term investments, including interest on investments, are reviewed to
investments, may not be correctly valued, ensure postings to general ledger accounts are correct and appropriate J5-2.51
or recorded in the financial statements P 9 9 9 pprop '
Investment systems and records are Loss or unauthorized changes may go Access to investment systems and records is appropriately restricted and is J5-3.11
appropriately safeguarded. undetected. reviewed, at least annually, by management. o
All long-lived assets are verified for Fair value declines may not be properly Intangibles are reviewed / tested for impairment per the applicable J5-4.1 1

existence and properly valued.

identified, valued, and recorded.

accounting rules and guidelines for each asset category.

Standard List of Internal Controls (SLIC)




J - Finance

J6 - Consolidation / Financial Statement Preparation

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

All entities, which should be included in the consolidation process, are

: - J6-1.1.1
Consolidation of financial statements is Material misstatements or errors may not accounted for prior to consolidation.
complete. be detected. The total County balance sheet and income statement, as reported, are
! . : o J6-1.1.2
balanced prior to being extracted into the consolidation system.
Repetitive and non-repetitive consolidation and published adjustment
) . J6-2.1.1
vouchers are documented, reviewed, and authorized.
Requests for post closing adjustments are tracked and any resulting entries
) : . . J6-2.1.2
are approved. A Summary of Unadjusted items is retained.
Each month, fund balances are cross-checked for reasonableness to
Consolidation of financial statements is Errors may be missed and result in fe(;relz?:;gnd prior period data. Significant variances are investigated and J6-2.1.3
accurate. inaccurate financial reporting. P :
Quarterly, fluctuation analyses are performed on the financial statements,
including balance sheet items, which are reviewed by management. J6-2.1.4
Significant fluctuations are investigated prior to finalizing.
Cash flow statement is prepared in compliance with applicable standards J6-215

and is reviewed by management.

Standard List of Internal Controls (SLIC)




J - Finance

J7 - External Reporting

Control Number

What (Objective)

External reporting processes are forward-
looking in order to ensure the County's
ability to adhere to new reporting
requirements.

Why (Risk or Exposure)

New filing requirements may be enacted
and the County may not be able to satisfy
the new requirements.

How (Applicable Controls)

Finance and Legal carefully monitor and assess the impact of new
disclosure requirements so that external reporting processes can be
implemented as needed to comply.

J7-1.1.1

External reporting is prepared and
submitted on a timely basis.

Late submissions may result in sanctions
and a loss of credibility.

Internal time lines are developed and well-communicated in advance of each
quarter-end and year-end to ensure published filing deadlines are met.

J7-2.11

External reporting is complete and
accurate.

Errors could be missed, resulting in
inaccurate external financial publication.

Financial statement data / disclosures are run through multiple cross-checks
to ensure reporting accuracy.

J7-3.1.1

GAAP / GAS checklists reporting guides are utilized to ensure all required
disclosures are prepared. Special attention is given to new requirements
(e.g., new GASB pronouncements).

J7-3.1.2

Errors could be missed, resulting in
inaccurate external financial publication.

Shortly after quarter-end and shortly before filing of external reports, a
litigation review is held with the County Attorney's Office to ensure accurate
and complete reporting of significant litigation liabilities.

J7-3.21

Prior to filing of external reports, a review is held with other relevant /
appropriate personnel to ensure accurate and complete reporting of all
liabilities.

J7-3.2.2

Prior to filing of external reports a review is held with all appropriate
personnel (both within and external to Finance) to ensure accurate and
complete reporting of financial statements and disclosures.

J7-3.2.3

Shortly before filing, external reports are reviewed with senior County
Management to ensure accurate and complete reporting of financial
statements and disclosures.

J7-3.2.4

Shortly before filing, external reports are reviewed with the Audit Committee
to ensure accurate and complete reporting of financial statements and
disclosures.

J7-3.2.5

Roll-forward starting draft and all subsequent versions of external reports are
controlled to ensure upgrades are not omitted, superseded data/disclosures
are not incorrectly included, conflicting input is reconciled, and official final
versions are filed as intended.

J7-3.2.6

Documentation support, including evidencing data sources and controls to
data in financial statements, exists for all footnotes and disclosures.

J7-3.2.7

Disclosures for external reporting are reviewed by management for
completeness and accuracy and agree to supporting documentation.

J7-3.2.8

Standard List of Internal Controls (SLIC)




K - Information Technology

K1 - Contingency Planning / Disaster Recovery

Control Number

What (Objective)

Why (Risk or Exposure)

Failure to identify the most significant risks
may result in the most critical systems not

How (Applicable Controls)

The owners of systems / applications determine the threats to those assets,

. document, communicate, categorize asset criticality, and perform this review K1-1.1.1
being adequately protected and restored . . . . A .
timely periodically, using the County IS information classification matrix.
. . System / application owners appropriately follow the requirements outlined in
Disaster prevention / mitigation plans are F?olltl;?o:s ;?!OV:etshjtrﬁqtur:;erisztsﬁirycal the County IS Risk Chart according to the information assets classification
developed fo illustrate the necessary steps g storms not gein adequately protected (e.g. use of Redundancy / Backups, Threat Notification, Fire Suppression K1-1.2.1
to avoid, or mitigate the effects of disasters y 4 restored fi gl quately p systems and secured file storage to prevent or mitigate the effects of a
that could affect information assets. and restored tumely. disaster).
The inability to operate without the system System users are equipped to continue critical operations while the system is
may result in critical services not being inoperable. This includes supplies and forms (if necessary) to function for an K1-1.3.1
performed. extended period of time.
Based on risk and criticality of the application / system, a disaster recovery /
restoration plan, which includes any dependencies necessary for the K1-2.1.1
application / system's availability, is developed and tested.
A Disaster Recovery Plan |s'deyeloped, A lack of an effective and widely
documented, and tested periodically to understood Disaster Recovery Plan ma
ensure its continued viability, which is expose the County to unnecessary andy The recovery / restoration plan is documented, readily available (i.e..
appropriately aligned with the business prolonged outages which may result in hardcopy, CD, etc.), and distributed to all participants in the plan. At least K1-2.1.2
gs:t(:t and criticality of the information significant business impact. one copy is stored with the backup media at a secure, remote location.
The Owner reviews the recovery / restoration plan periodically to ensure all
. L ; . . . K1-2.1.3
information is correct and provides updates / corrections in a timely manner.
. . . All relevant Stakeholders (i.e., system owners & users) have been identified K1-3.1 1
Relevant Stakeholders are informed of Failure to notify Stakeholders may result in and are verified periodically, at least annually). o
disaster / system issues activation of recovery plans and / or
Y : alternate means of providing services. All relevant Stakeholders (i.e., system owners & users) are notified timely of K1-3.1.2

system issues (e.g., outages).

Standard List of Internal Controls (SLIC)




K - Information Technology

K2 - Desktop Computing

Control Number

What (Objective)

Appropriate physical and logical
safeguarding techniques are used for
portable and desktop information assets.

Why (Risk or Exposure)

Laptop and desktop computers containing
sensitive data can be lost, stolen,
misconfigured, subject to viruses, or
otherwise compromised resulting in
unauthorized data access, disclosure,
damage or destruction.

How (Applicable Controls)

Laptops are not left unsecured and unattended for extended periods,
especially in low traffic areas (or lunch times) where a theft might go
unnoticed. Cable Locks are required to physically secure the laptop during
the day. When left after normal work hours, laptop is stored in a secure
drawer, cabinet, etc.

K2-1.1.1

PCs connected to the network or that are used to access the County's
network have County-approved personal firewall software installed (this
includes assets used by non-County employees).

K2-1.1.2

PCs have a security mechanism that prevents unauthorized access when
the PC is left unattended and can automatically activate after a specified
period of inactivity. The mechanism is activated anytime the user is away
from the PC and is used proactively in addition to default time out
parameters.

K2-1.1.3

Encryption is used to store and transmit data based upon the County's
policy.

K2-1.1.4

Logon ID, Passwords and instructions for connections to the network are not
carried together in a manner that could be easily used in the event of a theft.
Passwords are not written down or displayed.

K2-1.1.5

A County approved anti-virus software program is installed and enabled on
all personal computers which connect to a County LAN. All personal
computers have current versions of anti-virus software and definition files
installed and are updated timely.

K2-1.1.6

PC operating systems are up to date to ensure protection from latest
vulnerabilities (i.e., patches, version and service pack). PCs are configured
to receive automatic updates of security patches, etc., whenever possible.

K2-1.1.7

Integrity testing of new versions of existing software or additional software is
performed prior to implementation on desktop and laptop machines or
integration into the County's laptop or desktop image. Testing ensures the
software functions as expected, is approved by management and performs
without impacting overall computer / network performance.

K2-1.1.8

Critical data is protected by being part of a timely backup schedule.

K2-1.1.9

Unapproved removable / portable media (flash drives, DVD/CD, CD burners,
etc.) are not used to store, transport, or share sensitive, "confidential" County
information assets.

K2-1.1.10

Standard List of Internal Controls (SLIC)




K - Information Technology

K2 - Desktop Computing

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

Appropriate physical and logical
safeguarding techniques are used for
portable and desktop information assets.

Laptop and desktop computers containing
sensitive data can be lost, stolen,
misconfigured, subject to viruses, or
otherwise compromised resulting in
unauthorized data access, disclosure,
damage or destruction.

Removable storage media is protected from unauthorized access, critical
data encrypted, and disposed of properly.

K2-1.1.11

All PCs that have a connection to the network or proprietary information on
their local hard drives have a security mechanism installed that prevents
unauthorized access when the PC is booted.

K2-1.1.12

A process is in place for end users to report suspicious activity to a help desk
or local IT management. (Suspicious activity may include possible virus
infection, security breach, unusual email, unusual system/application
behavior, etc.)

K2-1.1.13

Site security procedures are in place (documented), where appropriate, for
laptop / PC removal off premises.

K2-1.1.14

Standard List of Internal Controls (SLIC)




K - Information Technology

K3 - Network Management

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number
Unauthorized access to firewalls, routers Rule Sets / Access Controls lists are established, documented, reviewed on K3-1.11
and PBX systems is prevented. a periodic basis and only accessible by authorized individuals. o
All Network Devices are identified. K3-2.1.1

External Network Access devices . . . N . All Network Devices are configured according to County standards. K3-2.1.2

(modems, VPN, etc.) are configured to Wlthout effective security administration fqr

prevent unauthorized access. firewalls, routers and PBX systems, there is| Al connections to the County network are explicitly authorized by the

exposure to damage, loss, modification, appropriate level of IT management. Connectivity from networks, including
and unauthorized use of data. the Internet, which are being managed under a security policy that differs K3-2.1.3
from County policy, must have the appropriate level of IT management
approval.
Network devices are appropriately managed in order to minimize the threat
. to the rest of the internal network. Network segments with critical
Internal Network Access devices (routers, o .
. A ) applications are secured from general users. All devices connected to the
switches, wireless access points, etc.) are . . ) ; K3-3.1.1
) . County's internal network (i.e., routers, hubs, firewalls, wireless access

configured to prevent unauthorized access. : ) .
points, PCs, servers, etc.) are configured and managed according to the
latest County policy.

. . Without proper threat monitoring, . . . . .
Network based threats to information information assets connected to the The network is monitored for unauthorized intrusion attempts and network
assets are monitored, prevented, mitigated threat activity. Activity which could result in a security breach is mitigated, K3-4.1.1

and assessed for criticality.

network may be exposed to the exploitation
of system vulnerabilities.

reported to IT management, investigated and any damage is assessed.

Standard List of Internal Controls (SLIC)




K - Information Technology

K4 - Policy and Asset Management

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

A process is in place to properly train personnel who are responsible for

critical functions. Ka-1.11
A backup has been designated for critical functions that depend on an K4-112
individual's KSA (knowledge, skills, abilities). o
IT resources have the proper training and - . - . . . L .
) A lack of training may result in Job critical functions are documented including effective instructions on how
redundancy to ensure the IT environment S o I - L .
. inefficiencies, data loss, and the inability to to perform critical tasks. This documentation is reviewed at least annually K4-1.1.3
remains controlled and resources are used . . .
. access information assets. and updated when the functions systems or methods change.
effectively.
Training and operating manuals are available for critical systems appropriate
. : K4-1.1.4
to the version and function of the system or software.
Training plans / actual training is documented for critical IT personnel. K4-1.1.5
Exceptions to County policies / standards are submitted by management
through the exception reporting process and include reasonable justification
to why the standards d t ly. This includ i t K4-2.11
Procedures and policies are in place, IT resources may be misused, under as to why the standards do not apply. This Includes any variance to an
communicated and consistently followed. utilized, unavailable or compromised. information security policy.
Compliance monitoring practices are established by management to ensure K4-2 1.2
compliance to County policies is consistent. o
IT Inventory is complete and descriptive. Redeployment includes data and
software re-initialization. Disposition includes erasing or Degaussing K4-3.1.1
magnetic storage media.
Before an IT component acquisition, the current inventory is checked to K4-3.12
) ensure existing resources cannot be leveraged. o
Processes are in place to procure, IT components may not be properly
|mé)ler|nent, udsz’. |nvento]rcy|,Tsupport, t obtgltrlgd, cejwcounted for, supported or Hardware and software acquisitions and implementations are guidelined,
redeploy, and dispose ot [ components. maintained. documented and approved by management to ensure effectiveness within K4-3.1.3
the County's technical architecture / environment.
Information systems (software and hardware) is only used for County K4-3.1 4

business / use.

Standard List of Internal Controls (SLIC)




K - Information Technology

K4 - Policy and Asset Management

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

Only licensed software is used. The
software licenses are followed, inventoried
and maintained.

Unlicensed and unapproved software may
expose the County to financial loss and
data destruction.

Only licensed or otherwise authorized software is used on County owned or
leased hardware. Software license agreements provided by vendors clearly
define the limits of use.

K4-4.1.1

Compliance with license agreements is attempted through using tools and
technology such as PC redeployment procedures, software metering on
servers / hosts, and ongoing inventory processes.

K4-4.1.2

In addition to personal and machine license restrictions, the County
negotiates for corporate or site wide licenses with the vendor when cost
effective.

K4-4.1.3

Standard List of Internal Controls (SLIC)




K - Information Technology

K5 - Program and System Development

Control Number

What (Objective)

Program development projects, which use

Why (Risk or Exposure)

The program development project may not

How (Applicable Controls)

Prior to the start of any meaningful program development initiatives involving

critical systems, management reviews and documents the purpose, cost,

significant resources, align with County align with pounty direction and resources value to the County and consistency with strategic direction prior to granting K5-1.1.1
goals. may be misallocated. .
approval to the development project.
The project management methodology covers, at a minimum, stated
objectives, the allocation of responsibilities, task breakdown, budgeting of K5-2.1.1
time and resources, milestones, check points and approvals.
A consistent project management Projects may not be delivered on time,
methodology is adopted and applied to within budget and may not satisfy Management reviews appropriate reports on the ongoing status, including
each project undertaken. department (business) requirements. information regarding: assessments from quality assurance reviews, actual
completion of tasks against plans (e.g., design, testing, conversion of data), K5-2.1.2
actual delivery dates against milestones and deadlines, and actual project
cost against budgets.
Undefined program development
The program development methodology is methodologies can lead to inconsistent . . .
) . . } . A System Development Life Cycle (SDLC) is documented and consistently
clearly defined, understood and consistently|  program deliverables, a lack of integration, : . e K5-3.1.1
. . applied to all meaningful program development initiatives.
applied. poor performance, programming errors and
unexpected results.
A data conversion plan is documented and approved. K5-4.1.1
Data may not be imported accurately and The data conversion plan includes the methods of collecting and verifying
A data conversion plan is prepared. completely the data to be converted and describes the process for identifying and K5-4.1.2
' resolving any errors found during conversion.
A verification process is in place to ensure mapping of data fields is K5-4.13

successful and adheres to County Data Standards.

Standard List of Internal Controls (SLIC)




K - Information Technology

K5 - Program and System Development

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

For projects that may have critical impact, a quality-assurance review exists,

which approves all programs and system parameters settings before being K5-5.1.1
promoted into production and is independent of the development team.
A testing plan is developed, approved and monitored for compliance. K5-5.1.2
The delivered system achieves the
necgssary business and internal control Systems may not operate as intended. All programs are tested together in a simulated live environment to ensure
requirements. the system performs as planned. This may include system testing, unit K5-5.1.3
testing, volume testing, sequence testing, user involvement, system o
interfaces and result checking.
A back out plan is created and, based on the system criticality, is tested prior
. K5-5.1.4
to cutover to ensure the system can be restored to the previous state.
All users are competent in the use of ] o User and technical documentation is developed and maintained for all new K5-6.1.1
. Inadequate documentation and training systems i
functions and control features, and : : Y :
d tation is ad te t it may result in errors being unresolved or
°°“T“e” a |ont.|s a equsl elo SUPIP(:, data not being entered completely into the A training program to facilitate both business and technical training is
ongc;mtg operg |?ns, problem resolution, application. developed so that users and/or computer operators receive adequate K5-6.1.2
and future maintenance. training reflective of the new system.
During critical transactions or processing
New svstems are intearated smoothlv into periods, introducing systems before users Promotion of program development initiatives into production is approved by
Y 9 y are adequately trained and/or before they management and clearly communicated to the user community prior to K5-7.1.1

the existing user environment.

can be adequately supported may result in
financial or operational loss to the County.

cutover.

Standard List of Internal Controls (SLIC)




K - Information Technology

K5 - Program and System Development

Control Number

What (Objective)

Program source code and executables are
maintained for integrity, availability, and
consistency.

Why (Risk or Exposure)

How (Applicable Controls)

Periodically, custom created source code is checked to ensure it matches
production executables. Location of source and location(s) of executables
are documented.

K5-8.1.1

Software inconsistencies and loss of

At least one level of version control is secured and maintained for source
code or executable software. Original source code is owned by the County
and retained. Access to the source code and executables is monitored to
ensure no unauthorized modification or destruction can result.

K5-8.1.2

version control may put the County at risk of]
unexpected program behavior, instability,
and/or a lack of information asset
availability.

For initial source code development, review standards for internal
documentation exist and are followed. At a minimum they should include the
following:

1. Creation date.

2. Programmer name.

3. Program description.

4. Authorization for program.

5. Special program requirements.

6. Comment blocks.

K5-8.1.3

Naming conventions are developed and consistently applied to all source
code and executables that are created as part of program development
initiatives.

K5-8.1.4

Significant program development projects
are analyzed to determine if future projects
can achieve better results.

If weaknesses in the program development
project methodologies are not addressed,
the County may continue to make errors,
under-utilize resources, and fail to achieve
critical objectives.

A post-implementation analysis is conducted after the program development
project is completed to ensure the objectives have been appropriately
satisfied. The analysis is used to understand next steps, improvement
opportunities and create a plan to address residual issues.

K5-9.1.1

Standard List of Internal Controls (SLIC)




K - Information Technology

K6 - System Access

Control Number

What (Objective)

Why (Risk or Exposure)

Without effective security access to the

How (Applicable Controls)

Physical access to the Data Center and/or other computer facility rooms is
properly controlled, restricted and monitored in accordance with documented
site access control procedures. Examples include periodic monitoring of

Access to the Data Center and/or other Data Center and/or other computer facility access devices logs or manual logs to ensure only approved access K6-1.1.1
computer facility rooms is authorized and rooms, damage, loss, modification, and occurred, following local site procedures for periodic review of personnel,
controlled. unauthorized use of the IT assets may employee escort for all visitors, etc.
occur.
Users are granted access to secure areas based on an approved user
L : . K6-1.1.2
access request process, which is based on job responsibility.
Security / Access administration creates accounts and profiles and grants
access in accordance with applicable standards (including unique user IDs K6-2.1.1
and password change frequency).
Security / Access administration creates accounts, grants, modifies and
removes access based on approval from the department (business) or K6-2.1.2
function.
System access is limited to authorized Unauthorized and/or inappropriate access Privileged access to the infrastructure environment is periodically reviewed
department (business) / function users in to critical systems may result in data being by line management (Departmental and Information Technology) to ensure
accordance with job requirements. inappropriately altered, destroyed or account privileges are consistent with their role and business risks. K6-2.1.3
released. Frequency of these reviews is based upon the sensitivity of the granted
access.
Application owner and department supervisors periodically review individual
. . K6-2.1.4
roles (department (business) / functional users) versus access.
Multi-Factor Authentication is required for access to County systems. K6-2.1.5
Security administration procedures (such as adding / removing / modifying
user accounts & IT privileged access review) are established, documented, K6-3.1.1
Without effective security administration for and reviewed periodically.
Access to critical applications and the application and its data, there is User ID p g 4 or locked in a timel h
infrastructure is authorized and controlled. exposure to damage, loss, modification, . (Sfr,d SIaT paStShWOé S atre rem;l)ve or l:?c edin ?b'IIrFe y mannerwhen K6-3.1.2
and unauthorized use of that data. individuals leave the County or change job responsibilities.
Security Administrator monitors and logs security activity, and identifies
LT . K6-3.1.3
security violations, which are subsequently reported to management.
) Without effective segregation of duties IT personnel do not have access to production data, programs and
IT Personnel (programmers, operation, (application privileges), there is exposure to|  transactions (including emergency production access). Critical transactions K6-4.1.1
system management and database recording of invalid transactions, which are monitored (such as ERP critical transactions).
management) do not perform incompatible Id lead to i te dat |
transactions. coy €ad to Inaccurate data or persona Emergency production access and change procedures are documented and K6-4.12
gain. -4.1.

periodically reviewed by management.

Standard List of Internal Controls (SLIC)




K - Information Technology

K6 - System Access

What (Objective)

The use of automated security tools and
system security modules should be used
and properly configured to enhance
information asset security.

Why (Risk or Exposure)

Without leveraging all available tools,
security may be susceptible to human error
and abuse.

How (Applicable Controls)

Systems / Applications are configured to deactivate a session after a specific

Control Number

period of inactivity. K6-5.1.1
The number of failed login attempts allowed adheres to the County IT policy. K6-5.1.2
A log on banner advising against unauthorized access and misuse is K6-5.1.3

employed on all systems whenever possible.

Standard List of Internal Controls (SLIC)




K - Information Technology

K7 - Program and System Operations

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

A backup and recovery plan (addressing activities such as backup

Control Number

frequency, job monitoring, restores, and off-site storage) is documented and K7-1.1.1
reviewed periodically.
The backup / storage frequency is based upon system and data criticality.
Information Technology, in conjunction with system owners, monitor and K7-1.1.2
verify the backup strategy is appropriate and executed as intended.
. Without an effective and tested backup and
Backup and recovery procedures exist to recoverv plan. it mav not be possible to The back d lan is tested and deficienci
ensure timely recovery of application data o erlryrz,sto‘re s s¥ems andpdata in the d © bac updan dreggvery pdgn N .eS? and any geficiencies are K7-1.1.3
and information systems. properly ! y ocumented and addressed in a timely manner.
event of a disruption.
Testing of the backup media is appropriate to the system and data criticality. K7-1.1.4
Portable storage media should be labeled. Backups should be stored K7-115
separately from originals in an off-site location. o
Removable storage media is protected from unauthorized access, critical
) K7-1.1.6
data encrypted, and disposed of properly.
Depending on system criticality, physical facilities are equipped with
. . adequate environmental controls to maintain systems and data, and are
. . . Without the proper environmental controls, b . )
Equipment is protected by environmental B monitored to ensure the environmental controls function properly.
damage to equipment may occur and result K7-2.1.1

controls.

in system downtime.

(Examples are ensuring the fire suppression system is inspected, the
uninterrupted power service (UPS) power backup functions normally, the
temperature and humidity is within defined system specifications.)

Standard List of Internal Controls (SLIC)




K - Information Technology

K7 - Program and System Operations

What (Objective)

Controls are in place to provide reasonable
assurance that batch jobs and scheduled
processes execute in a timely and
appropriate manner and that variances are
investigated and resolved.

Why (Risk or Exposure)

Data may not be updated or calculated
timely and produce unreliable results.

How (Applicable Controls)

IT Operations ensure batch jobs, interfaces and programs execute
successfully and that errors or failures are investigated, resolved and
communicated timely to the department (business) / function.

Schedules and operations manuals exist and are maintained.

Control Number

K7-3.1.1

Modifications to batch job schedules are approved and follow established
change management procedures.

K7-3.1.2

A process is in place to identify incidents
and to determine if the incident potentially
impacts the control environment.

Without an effective Incident Response
process, there is exposure to damage, loss,
modification, and unauthorized use of data.

Procedures are established and documented for Log Monitoring and Incident
Response (i.e., thresholds of what constitutes an incident, a time for
response, people responsible and an escalation plan) and are reviewed
periodically.

K7-4.1.1

Incidents are identified and communicated timely to the department
(business) / function for appropriate action.

K7-4.1.2

Logs that support the integrity of the system maintenance / availability logs
(ex. - table size, CPU utilization, down-time alarms) and the security of the
System / Subsystem / Device (ex. - event, security, operating system,
substitute user (SU) logs, etc.) are monitored and reviewed, so that
exceptions are investigated and resolved.

K7-4.1.3

A County approved anti-virus software program is installed and enabled on
all applicable servers which connect to a County LAN. All servers have
current versions of anti-virus software and definition files installed and are
updated at a frequency consistent with published County IT standards.
Identification of a virus or suspected virus must be reported to, and recorded
and analyzed by IT management.

K7-4.1.4

Standard List of Internal Controls (SLIC)




K - Information Technology

K7 - Program and System Operations

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Change control procedures (addressing activities such as a back out plan,
test plan, testing of changes in a development environment, emergency

procedures and appropriate sign-off by the owners of the devices or K7-5.1.1
management) are established, documented, and reviewed periodically.
U horized ch d Iti Changes to the production environment of critical systems (such as data,
ch thorized and i T,aUt orize ct anges cou resut:]mt new functionality, new systems, and emergency changes)are authorized by K7-51.2
p qngez are;jau t(?rlzet an ot;)grta e als !'e lance ?r: systems ,or p(r;ogt;rams a gre the department (business) or function, in accordance with documented o
esigned and continue to meet interna inaccurately processing data, processing change control procedures.
control requirements prior to being inaccurate data, or both and may result in
introduced into the production environment. damage, loss, or erroneous modification of .
All changes are made to a copy of the program, tested in a segregated
data. ; L . K7-5.1.3
environment, and approved by management before moving into production.
System generated or manual change control logs are maintained, monitored,
- L . K7-5.1.4
and suspicious activity is investigated and resolved.
User and application documentation is updated to reflect all program K7-5.15
changes. o
Documented procedures are in place to identify and notify of missing,
X . . K7-6.1.1
duplicate, redundant, or invalid data.
Data transferred between systems is Data may not be transmitted between Data transmission errors are logged, impact assessed, and notification is K7-6.1.2
accurate and complete. systems completely or accurately. performed timely based on the critically of the system and application. o
Encryption is used to store and transmit data based upon the County IT K7-6.1.3

policy (this includes non-County employees).

Standard List of Internal Controls (SLIC)




K - Information Technology

K7 - Program and System Operations

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number

New versions of existing software or additional software is tested prior to
implementation (on "production") on test servers to ensure the software is
legitimate, County approved and performs without causing unexpected
negative impact over computer / network performance.

K7-7.1.1

For new software and software updates identified to be installed on critical IT
infrastructure, integrity testing is performed prior to implementation
(especially on critical systems). Testing will include load tests as appropriate K7-7.1.2
to the systems function and criticality. The testing is performed in isolation
and checked for viruses.

System and Application software is Obsolete software may be easily exploited, |~ There is a documented and established process in place that, before a
appropriate, updated and integrated within contain processing errors, lack functionality,| ~ System/ application is added into the IT environment, it is configured K7-7.1.3
the production environment. compatibility and stability. according to County IT / technical standards.
Management periodically reviews system / device compliance with County IT
K7-7.1.4
standards.
IT infrastructure is monitored on a periodic basis to ensure the latest
. . K7-7.1.5
software / operating system updates have been applied.
Only software or services appropriate to the servers' function are active. K7-7.1.6

IT infrastructure without the latest security software updates are updated at
the next available change window, or are configured to appropriately mitigate K7-7.1.7
the threat of vulnerability exploitation.

Standard List of Internal Controls (SLIC)



L - General Physical and Logical Security

L1 - Physical and Logical Security

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Information is safeguarded through physical access restrictions. Restrictions

policies.

irregularities could go undetected.

employees change positions or leave the County.

County information is used for non- include: badge only access, locked files & locked storage rooms, security L1-1.1.1
governmental purposes; the County fails to cameras and security officers.
protect personally identifiable information Information is safeguarded through logical (system) access restrictions.
(P1). Restrictions include password protection, screen saver use, and L1-1.1.2
administrator rights control.
Confidential information may be Document distribution is controlled and all appropriate documents are clearly L1-1.2.1
inadvertently disclosed. labeled 'CONFIDENTIAL'. o
The County's policies, such as records retention, are comprehensive and L1-1.31
effectively communicated. o
Confidential County information is identified as such, including financial and 11-13.2
technical information, County objectives, strategies, forecasts, etc. o
. L . Confidential County Information is shared externally only when an executed
County information is retained and
discloged in accordance with County Confidentiality Disclosure Agreement (CDA) OR Non-Disclosure Agreement L1-1.3.3
policies and procedures. (NDA) is in place.
When agreements are terminated, a process is in place to retrieve County
Lack of adherence to policies may result in Confidential information and/or to return Confidential information to the L1-1.3.4
loss of proprietary information / data or external party.
confldleztlal information being inadvertently County publication and external communication clearance policies and L1135
revealed. procedures are adhered to. e
Technical information is classified and protected according to County IS
e e L1-1.3.6
Sensitivity Classifications.
Use of County logos by employees and authorized external parties is
. ) L1-1.3.7
approved and conforms with recommended practices.
Communication of any potential loss or misappropriation of proprietary
\ L L1-1.3.8
property follows the County's policies.
Participation in any social networking activities follows County policy (see
. . . L1-1.3.9
section on Social Media).
Transactions are carried out in accordance Transactions may not have the necessary Powers of attornev are reviewed periodically and updated or removed when
with County and Delegation of Authority corporate authorizations; fraud or y P Y P L1-2.1.1

Standard List of Internal Controls (SLIC)




L - General Physical and Logical Security

L1 - Physical and Logical Security

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Crisis management plans are documented, communicated, maintained and

Control Number

periodically tested. L1-3.14
Adequate procedures for contingency Valuable assets, including intellectual assets and information technology, 11-3.1.2
planning, business continuity and Assets may not be properly safeguarded. are protected from unauthorized access or use. e
safeguarding of assets exist.

Packages, briefcases, etc., removed from County facilities are subject to 11313

inspection by security personnel according to site security procedures. o

Only authorized persons receive badges or other devices that allow access

o L1-4.1.1

to County facilities.
Entrancg to County Facilities is restricted as Unauthorized. i.n.dividuals may gain access Access to facilities is based on job and need. L1-4.1.2
appropriate. to County facilities.

Security personnel monitor activity in high risk areas. Monitoring may be in 11-4.13

person or by security device (cameras).

Standard List of Internal Controls (SLIC)




M1 - Grants and Programs

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Departmental Management actively identifies applicable grants and

Control Number

the Board.

Commissioners.

M1-1.1.1
programs.
Grants are identified and applications are Grant funds may go unawarded to the Grant application requirements are identified; grant applications are M1-1.1.2
submitted. County. completed and submitted timely. o
Proposals, expenditures and other required documentation (e.g., indirect
. : : . M1-1.1.3
cost allocation) are compiled and available for review.
Departmental Management has a detailed understanding of identified
Funds may be withdrawn and repayment to programs and grants, and the associated compliance requirements. This M1-2.1.1
Grant requirements are documented and the programs (e.g., Federal Government) or|  understanding is adequately documented.
compliance is monitored. grantor may be required if there has not Grants and Programs are managed and protected; restrictive clauses are
been compliance. periodically reviewed. Compliance with program accounting & managing M1-2.1.2
practices are met; controls and compliance are documented.
Grants are accepted by the Board or their
designee; grants are also appropriated by The County does not comply with State law. Grants and Programs are presented to and accepted by the Board of M1-3.1.1

Standard List of Internal Controls (SLIC)




N - Budgets

N1 - County Budget

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

Budgets are established for each fiscal
period.

Unapproved expenditures may occur.

Insufficient funds may exist to pay for
procured goods and services.

Budgets are prepared for each fiscal period.

N1-1.1.1

Budgets are based upon prior budgets,
reasonable, documented assumptions
and/or estimations.

Funds may be insufficient to pay for
procured goods and services and/or funds
may go unused.

Budgets are based on reasonable, documented assumptions and
estimations.

N1-2.1.1

The Budget process follows the Local Government Budget and Fiscal
Control Act (GS159, Atrticle 3) as follows:

- April 30 - Department Request Due

- June 1 - Board of Commissioners receive recommended budget

- June 30 - Board of Commissioners must adopt annual budget; a public
hearing must be advertised and held when the budget is presented to the
Board of Commissioners.

N1-2.1.2

Budget ordinances are passed / approved
by legal authority (Board of
Commissioners).

Unapproved expenditures may occur.

Budget ordinances are passed / approved by legal authority (Board of
Commissioners)

N1-3.1.1

The Budget must be balanced (the sum of estimated net revenues plus
appropriated fund balance equals appropriations); Local Government Budget
and Fiscal Control Act (GS159, 8).

N1-3.1.2

Budgets are properly set up and managed.

Budgets may not comply with laws and
regulations.

Budgets may not adequately fund nor
control County operations.

Appropriations should be by function, department, or project

N1-4.1.1

The Budget Department monitors budgets at the level of budget adoption to
ensure no over expenditures have occurred. If such over expenditures have
occurred, the over expenditure is disclosed in the Stewardship and
Compliance section of the notes to the financial statements.

N1-4.1.2

Budgets are set with built-in contingencies.

N1-4.1.3

There are at least 10 days between when the budget and the budget
message were presented to the board and the adoption of the budget by the
board.

N1-4.1.4

Changes to the approved Budget appropriation must be approved by the
Board of Commissioners. Note that the County Manager has a set amount
of discretionary funds that can be used without Commissioner approval.

N1-4.1.5

Standard List of Internal Controls (SLIC)




N - Budgets

N1 - County Budget

What (Objective)

The general public is informed of the
budget process and notified of key
milestones and meetings.

Why (Risk or Exposure)

The public does not have the opportunity to
comment and provide feedback to elected
officials.

How (Applicable Controls)

Required notifications (e.g., public hearings) on the budget are issued timely.

Control Number

N1-5.1.1

Budgets are monitored. Management is
made aware of issues and appropriate
management action are taken.

The final amount of fund balance
appropriated exceeds the fund balance
available at the end of the fiscal year.

The budget ordinance authorizes the budget officer to make transfers within
a function or department without changing the total appropriation to that
function or department; when such transfers are made, they are reported to
the Board and recorded in the minutes at the next regularly scheduled board
meeting

N1-6.1.1

Verify that all expenditures in annually budgeted funds are included in the
final budget.

N1-6.1.2

Without proper controls and spending limits
in place, there is a risk of excessive
spending or unauthorized expenditures.
Clear guidelines and limits should be
established to ensure that budgeted funds
are used appropriately and within approved
limits.

Budget Analysts periodically review department budgets (and individual
accounts where warranted) to identify any significant deviations and make
adjustments that are required to avoid over spending.

N1-6.2.1

Standard List of Internal Controls (SLIC)




N - Budgets

N2 - Departmental Budget

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

Departmental budgets are established for
each fiscal period; planned budget

Unapproved expenditures may occur.

allocations within the Department to = . Departmental budgets are prepared for each fiscal period. N2-1.1.1
) Insufficient funds may exist to pay for
operating groups and or programs are also .
) procured goods and services.
established.
Budgets are based upon prior budgets, Funds may be insufficient to pay for Budgets are based upon prior budgets, reasonable, documented
reasonable, documented assumptions procured goods and services and/or funds . L ’ ’ N2-2.1.1
. . assumptions and/or estimations.
and/or estimations. may go unused.
Budgets may not comply with laws and Regular, period reports are provided to departmental management; N2-3.1.1
regulations. appropriate management actions are taken to stay within budgets. o
Budgets are properly set up and managed.
Budgets may not adequately fund nor Excess funds are returned to the General Fund for reallocation. N2-3.1.2

control County operations.

Standard List of Internal Controls (SLIC)




O - Sales & Revenue

01 - Customer Master Data

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Customer master file additions, deletions, and modifications are accurate,

Fictitious customer or inaccurate customer ) 01-1.1.1
. master data may be established in the complete and are monitored.
A customer master data file accurately o
. . . County records resulting in inaccurate
reflects valid customer information for - : . )
financial reporting. Customer master file
approved customers. information may be inappropriately modified| ~Any change or modification of customer credit limit and/or credit risk master 01-112
and not approved by management. data is properly approved before system transactions are completed. o
Customer master data systems and records Loss of Qustomer Master data or Access to customer master data systems and records is appropriately
. unauthorized changes to the data or - . . 01-2.1.1
are appropriately safeguarded restricted and is reviewed, at least annually, by management.
records may occur and go undetected.
Lack of segregation of duties may result in
Adequate segrega}tlor'] of duties exists @sappropnatpn of assets, |r1accurat.e' Adequate segregation of duties is maintained as documented in the SOD
among the authorization, custody of assets, financial reporting, errors or irregularities, 01-3.1.1

recording of transactions and reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




O - Sales & Revenue

02 - Credit Extension

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Credit and collection policies and procedures are defined, documented,

Control Number

approved, communicated and adhered to in order to meet County objectives 02-1.1.1
. . o regarding receivables and cash flow.
Credit is extended, for which collectability is
reasonably assured, and sufficient Management may not receive information . ) . o L
. S . . . Management reviews customer financial/credit information in accordance
information is supplied to management to timely and/or accurately which may lead to . . . . o b
. . o with the Credit policy, and takes actions as necessary to limit credit risk, 02-1.1.2
monitor, pursue and evaluate customer increased credit risks and/or bad debts. . . . L o
. . including taking and monitoring any collateral/ security interest.
credit worthiness.
Exceptions to standard customer payment terms are reviewed and approved 02-113
by management. o
Lack of segregation of duties may result in
Adequate segregalltlor) of duties exists mlsapproprlathn of assets, |f1accurat.e- Adequate segregation of duties is maintained as documented in the SOD
among the authorization, custody of assets, financial reporting, errors or irregularities, 02-2.1.1

recording of transactions and reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




O - Sales & Revenue

O3 - Order Entry

Control Number

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Customer orders are entered accurately and completely into the system and

consecutively numbered. 03-1.11
Sales orders must be based on valid .
. Orders may be incomplete, lost, or delayed, . . .
customer commitment, supported by N . System logic prevents processing of customer orders unless a valid
- - resulting in lost sales and/or excessive S ) 03-1.1.2
appropriate documentation, and processed returns customer account / record exists in the customer master data file.
accurately and completely. ’
Open/incomplete orders are monitored and investigated. 03-1.1.3
Orders may be taken for unauthorized
Sales orders for credllt sales anje proces;ed custorner.s and/or .unacceptablle credit risks, Sales orders exceeding credit limits are blocked. 03-2.1.1
only for customers with authorized credit. resulting in potential uncollectible accounts
and the loss of County funds.
Loss or unauthorized changes to sales
Sales order systems and records are orders, including customer data, price data Access to the sales order system and records is appropriately restricted and 03-3.1.1
appropriately safeguarded. and system program configuration, may reviewed, at least annually, by management. o
occur and go undetected.
Income statement and Balance Sheet may
External f|nanC|aI.statements.reﬂect pnly contain erroneous sales and earnings not Transfers between County units are recorded as transfers, not sales. 03-4.11
sales to and earnings from third parties. related to outside sales, resulting in
inaccurate financial reporting.
Lack of segregation of duties may result in
Adequate segregalntlor) of duties exists r.r1|sap.propr|at|c->n of assets, |f1accurat.e. Adequate segregation of duties is maintained as documented in the SOD
among the authorization, custody of assets, financial reporting, errors or irregularities, 03-5.1.1

recording of transactions and reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




O - Sales & Revenue

O4 - Invoicing

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number
Prices and payment terms are verified for accuracy, reviewed and authorized 04-11.1
Prices are fixed and determinable; prices Revenue may be' recognized before price is by management.
. fixed and determinable. Customers may be
and payment terms are reviewed/updated . ) . . . - .
. . charged inappropriate prices for items Prices and payment terms are maintained accurately within systems. 04-1.1.2
and approved so that only valid prices and
purchased and gross revenues are not
payment terms are granted to customers. . . . .
accurately stated. Price and payment term exception reports and overrides are monitored at 04-113
least monthly. o
Bus!ness 'S galned through compgtltlve V|o|at|.or.15 of ant.l_tFUSt laws may resuilt in Individuals setting the prices are trained and knowledgeable of principles of
merit and prices are to be determined by both civil and criminal penalties and expose A 04-2.1.1
laws and regulations.
market forces. the County to embarrassment.
"Shipped-not-billed" order status is analyzed and promptly resolved. 04-3.1.1
The sales system automatically generates an invoice and records entry to
appropriate sales and inventory general ledger when goods are confirmed as 04-3.1.2
Evidence of an arrangement exists and Customer sales and non-sales invoices delivered or shipped.
products shipped and/or services may be incorrect, unsupported or not
performed must be accurately invoiced at created resulting in misstated revenues, Invoices and credit memos are supported by appropriate documentation, 04313
authorized price and terms in a timely unauthorized terms or lost sales due to consecutively numbered, and are monitored for accuracy and completeness. o
manner. customer confusion and dissatisfaction.
Miscellaneous invoices and credit memos are supported by appropriate
documentation, issued in accordance with the County's sales policy,
. . 04-3.1.4
recorded timely and accurately and reviewed by management for
completeness, accuracy and reasonableness.
Failure to maintain tax exemption Sales tax exemption certificates are obtained from customers when required 04-4.1 1
Sales tax information is maintained and certificates and/or update rate changes may| and maintained on file. o
updated timely. result in incorrect tax being billed and/or
collected. Sales tax rate changes are implemented in a timely manner. 04-41.2
Miscellaneous sales to employees are Loss of assets, possible litigation and/or All miscellaneous sales to employees are properly documented and 04-51.1
properly accounted for. loss of reputation to the County may occur. approved. o
Invoicing systems and records are Loss or unauthorized changes to invoices Access to enter, change or adjust invoices is appropriately restricted and is 04-6.1.1
appropriately safeguarded. may go undetected. reviewed, at least annually, by management. o
Customer returns/credit memos/refunds
_ may not be recorded accurately, timely or Return, credit memo, and refund procedures are defined, documented, 04-7 1.1
All customer credit memos (returns, completely and result in inaccurate financial| — approved, communicated and adhered to. o
refunds, adjustments, etc.) are authorized reporting.
and recorded timely and accurately.
Abuse of the return/complaint policy may go Management monitors credit memos and refunds issued, by customer and 04-7.2.1

undetected.

investigates unusual trends.

Standard List of Internal Controls (SLIC)




O - Sales & Revenue

04 - Invoicing

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

The ability to process a

Returns/credit memos/refunds may be

Access to process a return, credit memo or refund is appropriately restricted

return/rejection/refund is limited to unintentionally and/or inappropriately . . 04-8.1.1
- . ) and is reviewed, at least annually, by management.
appropriately authorized personnel. created or issued by users.
Lack of segregation of duties may result in
Adequate segregalltlor) of duties exists mlsapproprlathn of assets, |f1accurat.e- Adequate segregation of duties is maintained as documented in the SOD
among the authorization, custody of assets, financial reporting, errors or irregularities, 04-9.1.1

recording of transactions and reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




O - Sales & Revenue

05 - Rebates Discounts & Commissions

Control Number

What (Objective)

Sales Incentive Programs/agreements
(discounts, allowances, rebates made in

Why (Risk or Exposure)

Unethical and/or improper use of sales
incentive programs may expose the County
to embarrassment or possible litigation;

How (Applicable Controls)

Discount, allowance and rebate programs are reviewed for proper

recognition of prompF payment, volume of discounts and rebates may not reflect the accounting treatment. 05-1.1.1
purchases, etc.) are identified and properly . .
proper accounting treatment (reduction to
accounted for. - .
sales) of the applicable transaction.
Liabilities for rebates, commissions and
All rebate liabilities have been identified product returns may be understated Rebate and allowance accruals occur timely, are based on appropriate 05-21.1
and properly accrued for. causing sales, liabilities and inventory evidence of activity and are approved by appropriate management. o
records to be inaccurate.
Sales Incentive Programs (discounts, Revenues and related cost of sales may be
allowances, rebates) must be based on adversely affected, loss of County funds . .
" . . All rebate and allowance payments are based on appropriate evidence,
legitimate business transactions, correctly may go undetected, and embarrassment to - . .
. . e accurately calculated, reviewed and recorded in the proper period and 05-3.1.1
calculated, properly recorded, monitored for the County and possible litigation exposure
. . accounts.
reasonableness, and supported by could result from unethical and/or improper
appropriate documentation. use of sales programs.
Customer rebate and discount systems and Unauthorized changes to discount and Access to create or change discount or rebate system tables or records is
. rebate tables and records may occur and . : . 05-4.1.1
records are appropriately safeguarded. appropriately restricted and reviewed, at least annually, by management.
go undetected.
Lack of segregation of duties may result in
Adequate segregalltlor) of duties exists mlsapproprlatlgn of assets, |f1accurat.e. Adequate segregation of duties is maintained as documented in the SOD
among the authorization, custody of assets, financial reporting, errors or irregularities, 05-5.1.1

recording of transactions and reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




O - Sales & Revenue

06 - Revenue Recognition & Sales Accounting

Control Number

What (Objective)

Why (Risk or Exposure)

Inappropriate commitments with customers

How (Applicable Controls)

Standard contract forms should be used whenever possible and are

Sales confracts reflect the terms of sale and could occur and ambiguous contract terms reviewed by'LegaI at least ann.ually; deviaFion.s from the standard contract 06-1.1.1
s and conditions may result in the form are reviewed by Legal prior to authorization.
properly app ’ misstatement of revenue and potential
disputes and litigation. Sales contracts are properly authorized. 06-1.1.2
Non-compliance with terms of contract may
Sales contracts are monitored to ensure resultin financial IO.SS or I|t|ga.t|on. Sales contracts are monitored by assigned personnel; a mechanism is in
. . Contracts may expire or require renewal . . . s L 06-2.1.1
compliance with terms. . place to identify contracts due to expire, requiring renewal or termination.
action. Evergreen contracts may
inadvertently renew.
Sales contracts and agreements are reviewed by management for terms that
may affect timing or ability to recognize revenue (such as performance 06-3.1.1
obligations, customer acceptance terms, installation requirements, shipping o
terms).
Sales are accurately recorded in the correct
period in accordance with authoritative and All sales in the last month of a quarter where the "risk of loss" did not pass
Coun.ty revenue recognition 90"0'93.-. ) until the first month of the next quarter are identified and reported; 06-3.1.2
Considerations include: 1) collectability is Sales revenue may not be properly appropriate adjustments to revenue are recorded in the County books.
reasonably assured; 2) evidence of an recognized.
arrangement exists; 3) price is fixed and
determinable; and 4) delivery has occurred Invoice and credit memo standard terms and conditions are reviewed by 06-3.1.3
or services have been rendered. Legal and Finance whenever a change is made. o
Invoices are prepared and issued within the ERP (Enterprise Resource
. 06-3.1.4
Planning) for all sales / leases.
Sales cutoff procedures are adhered to; invoices (billing documents) that are
) . . . 06-4.1.1
not financially posted are followed up and resolved in a timely manner.
Sales are posted timely, accurately and to Sales may not be recorded in the correct
the correct accounts. period and/or for the correct amount. Sales are properly recorded. 06-4.1.2
Accruals for sales returns are made, when needed, based on documented 06-4.1.3

experience.

Standard List of Internal Controls (SLIC)




O - Sales & Revenue

O7 - Accounts Receivables (A/R), Collection & Bad Debt

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

The system is configured to correctly age outstanding Accounts Receivable

(A/R) balances. 07111
Accounts receivable aging reports and past due accounts, including
miscellaneous, non-trade and notes receivables, are regularly reviewed and 07-1.1.2
followed up for collection as needed.
Write-offs / charge-offs are reviewed and approved in accordance with
s - 07-1.1.3
County policies and legal restrictions.
Accounts receivable reflect the proper
valuation based on the likelihood of Accounts and notes receivable may not be Bad debts are recorded in the proper period in accordance with the 07-11.4
collection, collection experience and County properly valued. accounting policy. e
reserve guidelines.
Customer account balance disputes are logged, categorized and
. . . . 07-1.1.5
investigated to determine cause of any errors in A/R balances.
An analysis of credit memos, by customer, is performed. Customers are
. . . . 07-1.1.6
notified of unused credits and appropriate follow-up is conducted.
The A/R subsidiary ledgers are reconciled monthly to the general ledger A/R 07-11.7
control account. o
Accounts receivable are established based Accognt Recelvables may not be recorded Account Receivables are set-up at the time of billing based upon approved
- resulting in loss and understatement of 07-2.1.1
on County policies. amounts.
assets.
Accounts receivable systems and records Loss or unauthorized changes to t.h e data, Access to customer A/R systems and records is appropriately restricted and
records, or programs may lead to increased . . 07-3.1.1
are properly safeguarded. is reviewed, at least annually, by management.
bad debts.
Lack of segregation of duties may result in
Adequate segreggtlop of duties exists mlsapproprlathn of assets, |f1accurat.e. Adequate segregation of duties is maintained as documented in the SOD
among the authorization, custody of assets, financial reporting, errors or irregularities, 07-4.1.1

recording of transactions and reconciliation.

and/or improper and undetected use of
funds or modification of data.

matrix; contact Internal Audit.

Standard List of Internal Controls (SLIC)




P - Social Media

P1 - Personal Social Media Usage

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

Personal use of Social Media is
appropriate; usage is monitored and
conforms to laws and regulations.

Supervision informally monitors social media usage by observation and

o . . . P1-1.1.1
inquiry. Appropriate guidance and follow up are given as needed.

Inordinate amounts of County time are used

on personal social media activities resulting

in lost productivity. Information Technology monitors broadband use and identifies users and
areas that appear to abuse County resources; management is informed of P1-1.1.2
these users and areas.
Information Technology monitors usage (e.g., visits to websites, posting /

Inappropriate and/or illegal media is receiving pictures & messages) for inappropriateness (i.e., hate sites, P1-1.2.1

accessed. underage pornography, etc.); management is informed of these users and -
areas.

Workplace harassment and abuse occur. Workplace harassment is reported to HR for appropriate follow-up. P1-1.3.1

Standard List of Internal Controls (SLIC)




P - Social Media

P2 - County Social Media Usage

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Official County postings to social media are appropriate and approved by

Control Number

P2-1.1.1
. . Management.
County (departmental) Social Media is used . . . )
h : : Inappropriate and/or illegal information may
appropriately; usage is monitored and . :
. be posted to social media.
conforms to laws and regulations.
Intellectual property is protected and controlled on social media. P2-1.1.2
Postmgg may offer incorrect or inconsistent County postings to social media follow the approved strategy. P2-2.1.1
messaging.
A strategy for the County's use of Social
Media exists and is followed. The G fail -
e County fails to respo.nd timely and . A well documented Social Media crisis management plan exists and has
accurately to contrary or inaccurate social P2-2.2.1

media postings.

been tested.

Standard List of Internal Controls (SLIC)




Q - Elections Process

Q1 - Voter Information

What (Objective)

Voter information changes are valid and
only made upon appropriate review and
authorization.

Why (Risk or Exposure)

Ineligible individuals may be allowed to
vote.

How (Applicable Controls)

Voter information changes are based on an authorized voter registration
change card or other governmental agency approved change (e.g., death
notice from the Register of Deeds Office).

Control Number

Q1-1.1.1

Voter information changes are reviewed and approved by authorized
management.

Q1-1.1.2

Registered voter information is accurate.

The poll book is not accurate.

Ineligible individuals may be allowed to
vote.

The poll book is the official list of eligible voters in the County for each
polling location and it is updated prior to each election.

Q1-2.1.1

Department staff receives monthly and quarterly reports from the State
Board and other state and federal sources of voters who have been
convicted of a felony, are deceased, or have moved outside the County.

Q1-2.1.2

Management reviews a sample of the flagged voters for accuracy prior to the
State Board’s review and removal of ineligible voters.

Q1-2.1.3

Prior to generating the final poll books for election day, department staff
uploads into SEIMS (State-wide voter registration software system) the
names of the early and absentee-by-mail voters.

Q1-2.1.4

Department staff and management then perform a final review of the poll
books for accuracy.

Q1-2.1.5

Potential voter discrepancies (e.g.,
provisional ballots) are reconciled to lists of
eligible voters.

Ineligible votes may be included in count
totals.

Reconciliations - Department staff reconciles Authorization to Vote (ATV)
and early voting applications to votes cast to verify vote totals are accurately
reflected in election results. Staff reconciliations must include the preparer’'s
name and explanation of reconciling differences.

Q1-3.1.1

Standard List of Internal Controls (SLIC)




Q - Elections Process

Q2 - Early Voting

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

Early Voting is available per State election
laws.

Eligible voters may not be able to cast their
votes.

The Department will mail absentee ballots to an eligible voter who makes a
request in writing during the absentee-by-mail voting period.

The voter may return their completed ballot by mail or in person.

Q2-1.1.1

The Department makes early voting sites available to eligible voters.

Q2-1.1.2

Standard List of Internal Controls (SLIC)




Q - Elections Process

Q3 - Poll Workers

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

Poll workers are trained on their duties,
such as opening and closing the polling
location, authorizing voters, and operating
voting panels, which are the electronic
devices voters use to cast their votes.

Elections (voting & counting) is not
performed in accordance with State and
Federal election laws.

Inaccuracies are made and not found /
corrected.

Poll workers receive training on their duties before each election regardless
of the election type (local, State or Federal) and are supervised as needed.

Q3-1.1.1

Each polling location includes a chief judge and two partisan judges who
provide supervision; each location also has polling place assistants who
provide support for election activities.

Q3-1.1.2

Standard List of Internal Controls (SLIC)




Q - Elections Process

Q4 - Election Site Activities

Control Number

What (Objective)

Election (voting) locations are prepared

Why (Risk or Exposure)

Eligible voters may not be able to cast their

How (Applicable Controls)

Department staff delivers voting equipment to each of the County’s polling
locations prior to the election.

On the day before election day, poll workers set up voting equipment, assign

before the day of voting. votes. duties, and ensure necessary voting materials are in place. Q4-1.1.1
In addition, they also deliver supplies to each precinct. The visits are logged
in the Precinct Visit Logs.
Ineligible voters may be allowed to vote. Poll yvorkers revievx{ each vgter'§ Authorization to Vote (ATV) application and Q4-2.1.1
confirm the voter’s information is in the poll book.
Only eligible voters are allowed to vote. Eliaibl t t be able t t thei
Igible voters may not be able 1o cast their When a voter’s information cannot be confirmed in the poll book, the voter is
votes. - Q4-2.1.2
allowed to cast a provisional ballot.
Voting information is conveyed to election Voting information is lost, changed or Voting information is gathered and both electronic totals and physical ballots Q4-3.1.1
officials. stolen. are conveyed to election officials. o
. . Incidents that occur at polling locations are reported on an Incident Report as|
. . . Incidents that may effect voting go ) . L
Incidents that occur at polling locations are . . required by State Board requirements. Examples of reportable incidents
. unreported and corrections to election . e ) : Q4-4.1.1
reported per State Board requirements. include a facility issue such as a polling location power outage or a ballot
results are not made. . . .
issue where the voter was given an incorrect ballot.
Contingency plans are in place to address Failure to have contingency plans may lead Contingency plans are in place and are periodically tested to address
potential disruptions and / or physical to delays, confusion, and / or compromised potential disruptions and / or physical emergencies during the election Q4-5.1.1

emergencies during the election process.

integrity of the elections.

process. Auxiliary places and processes exist.

Standard List of Internal Controls (SLIC)




Q - Elections Process
Q5 - Election Certification

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number

The County Elections Board conducts a canvass to determine votes have

The County Elections Board certifies the Election results are unknown and/or been tabulated correctly and then certifies results to the State Board. The Q5-1.1.1
official election results. misreported. official results are published on both the State Board and Department o
websites.

Standard List of Internal Controls (SLIC)



Q - Elections Process

Q6 - Records Retention

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number

Records are kept in compliance with the
North Carolina Records Retention and
Disposition Schedule.

Documentation to support dispute Records are kept in compliance with the North Carolina Records Retention

resolution / litigation may not be available. and Disposition Schedule. Q6-1.1.1

Standard List of Internal Controls (SLIC)



R - Fire Districts

R1 - Policies and Procedures

What (Objective)

Written policies and procedures exist to: 1)
guide decision making, helping to ensure
that unwarranted risks (e.g., failure to meet
minimum ISO rating, cash shortage) are
avoided; and 2) provide continuity of
processes over time.

Why (Risk or Exposure)

Unforeseen / unplanned for circumstances
result in the inability to provide services.

How (Applicable Controls)

Review for completeness of topics and adequacy of controls.

Control Number

. -1.1.1
Examples of completeness: Hiring requirements, background checks, R1-1.1
administrative policies, financial policies, sog's, etc.
Determine whether the written policies and procedures are followed in the R1-11.2

daily operations.

Standard List of Internal Controls (SLIC)




R - Fire Districts

R2 - Board Minutes and Long Range Planning

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number
The Board (and sub-committees of the Board) meets regularly, as required
R2-1.1.1
by the corporate bylaws.
- . Board decisions are not available to be
A record of Board decisions is complete used to refresh decisions nor settle
and kept; key decisions are identifiable and . . - The minutes are kept at all Board meetings and are complete and on file. R2-1.1.2
. disagreements about previous decision
adequately described. made
Board Meeting minutes adequately capture key decisions, i.e., purchases of
equipment, land or buildings, or other large expenditures; personnel R2-1.1.3
decisions; review of finances).
. A written, multi-year plan exists. The plan encompasses all areas, but R2-2.1.1
The Department has long range planning Short-term decision are made that are focused on operations, finances and personnel. o
that guides overall decision making. The . o
; . detrimental to long-term viability and
plan is multi-faceted, well document, and o
maintaining performance standards.
approved by the Board. The plan is current and rolls, e.g., when one year passes another is added. R2-2.1.2

Standard List of Internal Controls (SLIC)




R - Fire Districts

R3 - Performance Measures

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number
The Department has set performance . The department has set performance standards. There are reports that track
standards for key areas. Standards and Key areas are not reviewed and . ;
. L . actual performance. Actual performance is reported to the Chief and Board R3-1.1.1
performance are reviewed; action items are performance declines.

captured and followed up. timely.

Standard List of Internal Controls (SLIC)



R - Fire Districts

R4 - Financial Statements

What (Objective)

The Department has certified financial
statements and management letters that
document the district's financial situation.

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

The department has annual, audited financial statements. R4-1.1.1
The financial stability of the department
(ongoing concern) is not reliably known.
The annual financial statements have been shared with the County (Internal R4-11.2
Audit / Fire Marshal); this includes a certificate of insurance (annual). o
The financial statements are in compliance with the County's contract
requirements and there were no reportable or material issues in regards to R4-1.2.1
compliance with generally accepted accounting principles.
The financial statements cannot be relied The financial statements do not have any unusual items such as: significant
upon as to the financial state of the changes in account balances from the prior year(s) miscellaneous income R4-1.2.2
department. and expense accounts, nor any unusual expense items.
Review the notes to the financial statements. Determine if there were any
management conditions reported to the Board by the financial statement R4-1.2.3

preparer.

Standard List of Internal Controls (SLIC)




R - Fire Districts

R5 - Taxes

What (Objective)

Why (Risk or Exposure) How (Applicable Controls)

Obtain a copy of the corporation's prior year 990 tax return to ensure they arg

Control Number

Penalties anq .|nterest are incurred because being completed and submitted to the IRS. Review for any unusual items. R5-1.11
of late or no filings.
Department Tax returns are prepared and
files as appropriate. Unreturned funds are not available for
Department use. Determine if department files for refund of sales tax and motor fuels tax. R5-1.1.2
The Department fails to comply with
Federal tax law and becomes subject to
Tax forms are prepared and distributed as fine and penalties. Determine if 1099-MISC & 1099-NEC Income forms are issued as per IRS R5-2.1.1
appropriate. regulations. o

Individual taxpayers cannot files there
personal taxes.

Standard List of Internal Controls (SLIC)




R - Fire Districts

R6 - Bank Accounts and Investments

What (Objective)

The department has a written investment

Why (Risk or Exposure)

Poor investment choices may be made;

How (Applicable Controls)

The department has an investment policy that document the current practice
for making investments such as: short-term vs. long-term investments of

Control Number

gzgcr)é that has been approved by the investments may be lost / stolen. cash; investment account types; authorizations, monitoring, reviews and R6-1.1.1
’ safekeeping.
Dailv operations are neaatively impacted b Daily operations needs are known (preferably forecasted) and sufficient
Daily Operations are sufficiently funded. y op 9 yimp y funds are available; individuals who transact daily business are authorized R6-2.1.1
cash shortfalls.
and known by the Board.
Bank statements do not have any unusual activity such as large cash
Department resources are misused or deposits or withdrawals; large check deposits or withdrawals; unusual
) . R6-3.1.1
stolen. transfers or other debits and credits; unusual payees, endorsements by other|
than the payee, and authorized signatures.
Bank statements are being reviewed and ) ) ) , - ; .
reconciled; cash is effectively managed. Interest on cash balances is lost to use by Daily gash is belng.managed effectively; there is not a large cash balance in R6-3.2.1
the department. a non-interest bearing account.
Theft and misuse goes undetected.
Bank statements are reviewed and reconciled on a timely basis. R6-3.3.1

Material errors are not detected and
corrected.

Standard List of Internal Controls (SLIC)




R - Fire Districts

R7 - Purchasing

What (Objective)

The Department has a documented and
Board approved purchasing policy.

Why (Risk or Exposure)

Unauthorized / unneeded purchases may
be made; purchases for personal use items
(theft) make occur.

How (Applicable Controls)

The Department has a documented and Board approved purchasing policy.

Control Number

R7-1.1.1

Purchases are in compliance with the purchasing policy.

R7-1.1.2

Standard List of Internal Controls (SLIC)




R - Fire Districts

R8 - Budgeting

What (Objective)

The Department has a budgeting process
that results in a Board approved periodic
(usually annual) budget.

Why (Risk or Exposure)

Funds are expended without accountability
toward balancing expenditures and
revenues.

Funds may not be available for required
purchases (funds have already been
received and spent).

How (Applicable Controls)

The department has a well documented budget process; who prepares the
budget, who reviews it, and who approves it are documented.

The Board receives regular updates (includes variances and trends) and
authorizes major changes to the budget.

Control Number

R8-1.1.1

Standard List of Internal Controls (SLIC)




S1 - System Access (Records)

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Note that Records Management Controls effect many processes and sub-processes. Consequently, there are record management controls found throughout SLIC.

Control Number

The Record Management System (i.e., a
computerized system like Munis or
Granicus) is properly restricted to
appropriate users.

Records (the information they contain) may
not be adequately safeguarded against
theft or unauthorized changes.

System access is properly restricted and monitored periodically (at least
annually); appropriate access is given and restricted as personnel and
personnel duties change.

S1-1.1.1

Standard List of Internal Controls (SLIC)




S2 - Segregation of Duties (Records)

What (Objective) Why (Risk or Exposure) How (Applicable Controls) Control Number

Custody, change authorization and
reconciliation within the Record
Management System (i.e., a computerized
system like Munis or Granicus) are properly
segregated.

Unauthorized changes are made to the Adequate segregation of duties (SOD) is maintained and documented.

System and/or data. Privileges within the system are reviewed periodically for SOD issues. S2-1.11

Standard List of Internal Controls (SLIC)



S3 - Procedures, Policies and Processes

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

Desk procedures and departmental

Unintentional errors may be made.

Desk procedures and departmental policies, processes and procedures are

policies, processes and procedures are Inefficient / ineffective practices may be clearly documented and easily available. S3-1.11
followed.

started / followed.
Physical records are protected from Loss of records and / or loss of usability Physical records are protected from damage due to environmental S3-2.1.1

physical damage.

due to damage.

conditions and pests (e.g., moisture and / or insects).

Standard List of Internal Controls (SLIC)




S$4 - Inventory & Business Continuity / Recovery

What (Objective)

The records inventory is accurate and up to

Why (Risk or Exposure)

Records on file could be missing or

How (Applicable Controls)

Control Number

date. misplaced. Record inventories are periodically (at least annually) reviewed and updated. S4-1.1.1
The department business continuity and/or Losses of important records due to . s .
disaster recovery programs (COOP) include| damage, theft, or destruction could be The department has incorporated Records Management into its Business S4-2.1.1

Records Management.

permanent.

Continuity Plan (COOP).

Standard List of Internal Controls (SLIC)




S5 - Security (Records)

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

The County follows both North Carolina State and Guilford County record

Control Number

Records that are legally and operationally tonti ideli S5-1.1.1
Records (physical and electronic) are required to be held could be inappropriately | ~ €t€ntion guidelines.
archived, destroyed or disposed of in changed, destroyed or disposed of.
accordance approved schedules.
Records are held for longer than necessary. Staff review records periodically for retention and disposal. S$5-1.1.2
Confidential records (physical and
electronic) are destroyed using methods Confidential information is not disposed of . . .
. . . . ) } - Records are destroyed in a secure manner that ensures the information
which provide adequate safeguards against properly; the County is subjected to public / . S$5-2.1.1
) . . . . cannot be lost, disclosed or re-constructed.
accidental loss, disclosure, or re- privacy breaches, identity theft, scams etc.
construction.
Storage areas are restricted to prevent unauthorized access, damage, theft S5-3.1.1
Physical and electronic records stqrage Records could be changed, stolen or or other catastrophic loss of records.
areas are protected from unauthorized
access, theft, and environmental hazards damaged.
’ ’ ' Physical access is only given to appropriate individuals. S$5-3.1.2
Storage areas that hold physical records Inadequate room and disorganization of
have adequate space to accommodate N 9 Staff keeps records organized and records have adequate space. S5-4.1.1

growth.

records.

Standard List of Internal Controls (SLIC)




T - Planning and Inspections

T1 - Planning

Control Number

What (Objective)

Well-defined planning policies, procedures,

Why (Risk or Exposure)

How (Applicable Controls)

Well-defined planning policies, procedures, guidelines and standards are in

guidelines and standards are in place to Lack of well-defined planning policies and place that reflect applicable laws and County regulations. T1-1.1.1
ensure that planning activities are procedures can lead to inconsistencies,
conducted consistently and in accordance errors, and inefficiencies in the planning
with applicable laws and County process. There are periodic, documented reviews for changes in applicable laws and T1-11.2
regulations. County regulations. o
The planning process considers the If the plannllng proc'ess Is not aligned with
L . the strategic objectives and goals of the . . s .
strategic direction of the County. There is a . . f . Planning documents clearly link back to County objectives as found in Board
- . L County, it can result in the misallocation of o . . T1-2.1.1
clear link between the planning activities . . . of Commissioners meeting minutes or other Board approved documents.
: L resources and failure to achieve desired
and the County's objectives.
outcomes.
Periodic, thor(.)ugh.rlsk asse.ssn?ents are Faﬂurg o |de.nt|fy and asgess risks A risk assessment is performed and documented when major changes to the
conducted to identify potential risks and associated with the planning process can \ . o }
: . ) e County's Comprehensive Plan and/or Unified Development Ordinance are T1-3.1.1
develop appropriate control measures to result in inadequate risk mitigation
. L . undertaken.
address them. strategies and poor decision-making.
Insufficient stakeholder engagement, e.g.,
Stakeholders are engaged early on to lack of involvement and communication
obtain their input and feedback to ensure with key stakeholders, such as department Stakeholder engagement is sought and documented as planning takes place
: . e . . T1-4.11
that the planning process reflects their heads, elected officials, and community (e.g., the Comprehensive Plan).
needs and priorities. representatives, can hinder the
effectiveness of the planning process.
Robust data collection, validation, and
verification procedures are in place to Reliance on inaccurate or incomplete data Robust data collection, validation, and verification procedures (e.g., technical
ensure the accuracy and completeness of during the planning process can lead to surveys, community input meetings & open houses) are in used to gather T1-5.1.1
the information used in the planning flawed analysis and decision-making. and document data used in the decisioning process.
process.
Establishing mechanisms to monitor and . .
Inadequate monitoring and evaluation of
evaluate the progress and outcomes of the . . o . . .
. . . the planning process can result in a lack of Monitoring and evaluation processes exist to access the effectiveness of the
planning process is essential to ensure that T1-6.1.1

objectives are being met and corrective
actions are taken when necessary.

accountability and difficulty in assessing the
effectiveness of the plans implemented.

plans implemented.

Standard List of Internal Controls (SLIC)




T - Planning and Inspections

T2 - Economic Development

Control Number

What (Objective)

Well-defined economic development

Why (Risk or Exposure)

Failure to have adequate policies and

How (Applicable Controls)

Well-defined planning policies, procedures, guidelines and standards are in

policies, procedures, guidelines and procedures goveming the economic _ g T2-1.1.1
standards are in place to ensure that development process, may result in place that reflect applicable laws and County regulations.
economic development activities are inconsistency favoritfsm and / or non-
cc.)nducte.d consistently and in accordance compliance with applicable laws and There are periodic, documented reviews for changes in applicable laws and T2-11.2
with ap.pllcable laws and County ragulations. County regulations. .
regulations.
Insufﬁmgnt oversight and n?o'nlltormg of There is a periodic review (at least annually) of the contract requirements
economic development activities can lead . . s L
. . and progress toward meeting those requirements; this review is documented T2-211
to mismanagement of funds, potential .
. and shared with County Management.
fraud, or misuse of resources.
Failure to obtain appropriate approvals for
incentives and grants may lead to funding . . . .
There is adequate oversight and monitoring being awarded to entities that do not meet All'incentives and grants are properly approved, including any amendments. T2-2.2.1
of economic development activities. This the required criteria.
includes appropriate due diligence and
approvals. Insufficient due diligence in assessing the
eligibility and suitability of recipients of
economic development incentives or grants The due diligence process and associated incentive or grant award will be
may lead to funding being awarded to thoroughly documented detailing the nature of the grant and the specific T2-23.1
entities that do not meet the required qualifications of the recipient. The criteria for receiving the grant will be e
criteria. This can result in wasted resources specifically included.
and/or the County not receiving the
expected economic benefits.
itatives and arants wil be oo of conficts | GOt ot nerest n the econonic
. gre development process could result in biased Conflicts of interest (actual or perceived) were considered when assigning
of interest. This includes vendors, T2-3.11

contractors, developers, employees and
County officials involved in the process.

decision-making or personal gain at the
expense of the County.

contract administrator and other related roles.

Standard List of Internal Controls (SLIC)




T - Planning and Inspections

T2 - Economic Development

What (Objective)

Why (Risk or Exposure)

How (Applicable Controls)

Control Number

The economic development initiatives and
grants process will keep accurate, and
complete reports that are issued timely to
the appropriate levels of management.

This includes performance measurements.

Poor record-keeping practices, inaccurate
data entry, or inadequate reporting systems
can lead to errors in financial statements or
performance reports. This can hinder
effective decision-making, impair
transparency, and create opportunities for
manipulation or misrepresentation of
economic development outcomes.

Accurate and complete reports / documents are developed, reviewed and
approved by appropriate individuals.

T2-4.11

Without clear performance measures and
targets for economic development
initiatives, it becomes challenging to
evaluate effectiveness and assess the
return on investment. Lack of robust
performance measurement can result in
continued funding for projects that do not
deliver the intended results.

Clear, measurable (objective) performance measurements are used. These
measures are the basis for payments and other incentives.

T2-4.2.1

Economic Development contracts should conform with Section B - Procurement as applicable.

T2-5.1.1

Standard List of Internal Controls (SLIC)




T - Planning and Inspections

T3 - Inspections

Control Number

What (Objective)

Inspections are performed with no bias, no

Why (Risk or Exposure)

Failure to perform inspections with no bias,
no segregation of duties issues and / or no
conflicts of interest (perceived or actual)
can result in unsafe / poor quality
construction and / or continued occupancy

How (Applicable Controls)

Inspectors are not assigned to projects where there may be an actual or

segregation of duties issues and / or in unsafe conditions. perceived conflict of interest. Inspectors are periodically asked if they have T3-1.1.1
conflicts of interest (perceived or actual). any conflicts of interest; this is documented.
Inspectors must not have personal
relationships or financial interests that could
compromise their impartiality or result in
biased inspections.
Failure to perform inspections against well-
defined, and documented, policies and
Al !nspectlons are performeq ggalnst well- pro.ce.dures can Igad .to |pcon3|steq0|es, Well-defined and documented policies and procedures exist and are
defined and documented policies and variations, or subjective interpretations . T3-2.1.1
. . . maintained.
procedures. among inspectors. This may result in
unreliable inspection results and undermine
the integrity of the process.
Inspectors possess thg neces.sary skills and Inadequate training and / qr lack of Inspectors possess the necessary skills and knowledge to perform
knowledge to perform inspections competency could lead to incorrect or . ) . e . .
. I : ) . . - inspections effectively (certifications, industry experience, etc.). Inspectors T3-3.1.1
effectively (certifications, industry incomplete inspections, compromising the .
. L stay current on new construction methods and models.
experience, etc.). reliability and accuracy of the results.
Periodically, inspections / inspectors are - L .
. . ) . Insufficient supervision increases the risk of - . . . . .
subject to appropriate supervisory oversight o . On a periodic basis, management reviews inspections to ensure compliance
. . . errors or deviations from the required . . . T3-4.1.1
and review to ensure compliance with o . . with established standards and procedures. These reviews are documented.
. guidelines going unnoticed.
established standards and procedures.
Inadequate documentation and
. recordkeeping practices may result in
Proper documentation and records of L ; L . . .
. . missing or incomplete records, making it Proper documentation and records of inspections are kept. T3-5.1.1
inspections are kept. e . ! A
difficult to track and verify the inspection
activities and outcomes.
If identified deficiencies or non-compliance
Identified deficiencies and / or non- issues from inspections are not properly
compliance issues from inspections are addressed or followed up on, it can weaken Identified deficiencies and / or non-compliance issues from inspections are
properly addressed and followed up on. the effectiveness of the inspections properly addressed and followed up on. Corrective actions take place in a T3-6.1.1

Corrective actions take place in a timely
manner.

process. Timely corrective actions are
crucial to ensure that identified problems
are rectified promptly.

timely manner.

Standard List of Internal Controls (SLIC)






